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Disclaimer

The contents of thls manual do not necessarlly represent the posltions of
Peace Brigades International Front Line {International Foundation for the
Protection of Human Rights Defenders) or Blue Veins {(Women Welfare &
Relief Services)

Neither the authors nor the publlsher warrant that the Information contalned
in thls publlcation Is complete and correct and shall not be llsble for any
damages incurred as a result of Iis use. No part of this manual ¢can be taken
as a nolm or taken &s a guarantee or used without the necessary criteria to
assess the risk and security problems a defender may face.

The purpese of this manual is to provide human rights defenders with additional
knowledge and some tools that may be useful for improving their understanding
of security and protection. It is hoped that the manual will support training on
seclrity and protection and will help defenders to undertake their own risk as
sessments and define security rules and procedures which suit their particular

sifuation.
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Foreword by Hina Jilani

In my work as Special Representative of the Sacretary General
on Human Rights Dofenders | have noted with grave concern an increase in
the number of reports of serious human rights abuseés agalnst deéfenders and
a notable shift away from low-level targeting, such as Intimidation and
herassment, to more sarious violetions, such as attacks on and thresats to the
physical integrity of defenders. in 2004 we worked on reports of at least 47
defenders who had been killed because of their work.

it is clear that the primary responsibilily for the protection of
human rights defenders lles with Governments, as sef out in the UN
Declaration on Human Rights Defonders'. We must continue to work to get
all governments fo take sericusly their obligations in this regard and ifake
effective measures to snsure the protection of human rights defenders.

However, the gravily of the risks faced on & daily basis by human
rights defenders are such that It is algso Important to pursue other means to
strengthen their protection. In this regard | hope that this Protection Manual
will support human rights defanders in dsveloping their own sscurify plans
and protection mechanisms. Many human righfs defenders are so engaged
by thelr work to protect others that they give insufficient attention to their
own security. It Is important that ali of us involved in working for human
rights understand thaet we must be concerned ebout security, not just for
ourseives but for the peopls we work with and for.

Hina Jilani
UN 8ecretary-General's Speclal Representative on Human Rights Defenders
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INTRODUCTION

security and protection

manual for human
rights defenders

Human rlghts defoenders at risk

Human Rights are guaranteed under international law but working to ensure that
they are realised and taking up the cases of those who have had their rights vio-
lated can be a dangerous business in countries all around the world. Human
Rights Defenders are often the only force standing between ordinary people and
the unbridled power of the state. They are vital to the development of democratic
processes and institutions, ending impunity and the promotion and protection of
human rights.

Human Rights Defenders often face harassment, detention, torture, defamation,
suspension from their employment, denial of freedom of movement and difficulty
in obtaining legal recognition for their associations. In saome countries they are
kliled or dlsappeared.

Over the |ast few years, general awareness has increased of the enormous rigk
human rights defenders face in their work. The risk is easy to identify when
defanders work in hostile situations, for instance, if a country's laws penalise
people who do certaln types of human rights work. Defenders are also at risk
when the law fully sanctions human rights work on the one ha&nd, but fails to
punish those who threaten or attack defenders on the other. In armed conflict
situations, the risk becomsas éven higher.

Apart from a few chaotic situations during which a defenders life may be in the
hands of soldiars at a checkpaint, the violence committed against defanders can't
beé called indiscriminate. In most cases, violent attacks are a deliberate and weli-
planned response to defenders work, and linked to a clear polltical or mllitary
agenda.

These chellenges require human rights defenders to implemen: comprehensive
and dynamic security strategies in their day to day work. Giving defenders well-
meant advice or recommending that they take care Is not enough. Better securlty
management is key. This manual does not offer tailor-made soilutions ready to be
appiled to any scenario. However, it does try to provide a set of strategies aimed
at improving defenders security management.

L
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The most sffective security lessons come from defenders themsslves - from their
dalty experlences and the tactlcs and strategles they develop over time In order to
protect others and their own working environmentg. This manual must there-fore
be understood as a work in progress which will need to be updated and adapied
as we gather more input from human rights defenders working on the front line.

There are also lessons to be learned from International humanitarlan NGQs, who
have recently started to develop their own rules and procedures to maintain staff
sacurity.

It is important to be aware that the main risk for defenders is that threats often
materiallse Into actual attacks. Aggressors have the will, the means and the
impunity to put threats into action. The best tool for protecting defenders is
therefore political action to address the one, big, remaining issue: The need for
governments and civij society to put pressurs on and act against those who day
after day threaten, harass and kil defenders. The advice glven In this manuai Is In
no way intended¢ {¢ replace the due responsibility of each and all governments to
protect human rights defenders.

That said, defenders can significantly improvse their security by following a few
trled and tested rules and procsdures.

This manual is a humble contribution to an aim shared by many different organi-
gations: To preserve the invaluable work that human rights defendars do. They are
the ones on the front line, and they are also the main characters of this manual.

The manuat

The purpose of this manual is to provide human rights defenders with additional
knowiedge and soma tools that may be useful for improving their understanding of
securlty and protectlon. It Is hoped that the manual will support tralning on
securlty and protectlon and will help defenders tc¢ undertake their own risk
assessments and dafine security rules and procadures which suit their particular
situation.

Most of the manual's contents have already been applied in practice, either in
protection work or in training work-shops with defenders. This manual is the fruit
of all thase exchanges. and we owe the defenders involved a huge thanks for their
input.

Security and protection are difficuit areas. They are based around structured
knowledge, but also influsnced by individuai attitudes and organisational beha-
viour. One of the key messages in this manual is to give the issue of security the
time. space and energy It deserves, desplte overloaded work agendas and the
gsavere stress and fear ail defenders &nd their organisations are under. This
means going beyond people's individual knowledge about security and moving
towards an organisational culture in which security is inherent.

2
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Knowing enough about a conflict scenaric and understanding the local political
loglc are also Key to proper management of defenders' securlty. This manual
contains an overall framework as well as a step by step approach for managing
security. It also includes some reflactions on basic concepts like risk, vulnerability
and threat, and a few suggestions for how to improve and develop security for
defenders In thelr day to day work. We hope that the toplcs covered wlll allow
NGOs and defenders to plan for and cope with the increasing security challenges
involved in human rights work.

This said, the first thing we wish to remind all of us is that defenders risk their
well-being and their lives, and this is serious stuff. Sometimes the only way to
save a life Is Just golng Into hiding and then fleelng. We want to leave It very clear
that all the techniquas and suggestions in this manual are not, by any means, the
only way to think about security issues for defenders. The manual has been
written in good faith but sadly offers no guarantee of success.
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A short Introduction to Human Rights Defenders

"Human rights defender” is a term used to describe pecple whe, individually or
with others. take action to promote or protect human rights. Human rights defen-
ders are ldentlfled above all by what they do, and the term can therefore best be
explained by describing thelr actiens and some of the contexts they work In.

In 1968 the United National General Assembly approved the "Declaration on the
Right and Responsibility of Individuals, Groups and Organs of Society to Promote
and Protect Universally Recognized Human Rights and Fundamental Freedoms”
(Hersafter the "UN Daclaraticn on Human Rights Deafandars"). In other weords, fifty
yealrs after the Unlversal Declaratlen of Human Rights, and aftsr twenty years of
nagotlatlons on a draft declaratlon en human rights defenders, the Unlted Natlons
finally recegnized what is a reality: that thousands of people were premoting and
contributing to the protection of human rights throughout the world. This is an
inclusive Daclaration that honours the amount and variety of people engaged in
the prometion and pretection of human rights.

The Speclal Representatlve of the UN Secretary General en Human Rights
Defendsrs |s mandated "to sesek, recelve examins and respond to Infermatlon on
the sltuatlon and the rights of anyone, acting Individually or In assoclatlon with
others, to promote and preotect human rights and fundamental freedoms.”

Who Is responsible for protecting human rights defenders?

The Declaration on Human Rights Defenders stresses that the state is primarily
responsible for protecting human rights defenders. It alse acknowledges "the
valuable work of individuals, groups and associations in coniributing to the effec-
tive elimination of all violatlions of human rights and fundamental freedoms™ and
"the relationship between Internatlonal peace and securify and the enfoyment of
human rights and fundamental freadoms”.

But according to Hina Jilani, Special Representative of the UN General Secretary
on Human Rights Defenders, "exposing human rights violaifons and seeking
redress for them is largely dependent on the degree of securily enjoyed by
human rights defenders™. A looK at any report on human rights defenders
throughout the world reveals stories of terture. disappearances, Killings, threats,
robbery, break-lns te offlces, harassment, lllegal detentlons, belng subjected to
Intelligence and survelllance actlvitles, etc. Unfortunately, thls Is the rule and not
the exception for defenders.
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aking informed decisions
about security and protection

Purpose

To becoms aware of the Importance of analysing your working
environment for securlty reasons,

To learn different methods for undsartaking context and stakeholder
analyses,

Human rights defenders’ working snvironments

Human rights defenders usually work In complex snvironments, where there are
many different actors, and which are Influenced by deeply polltical declslon-making
processes. Many things wlll be happening almost simultaneously, wlth each savent
Impacting on another. The dynamics of each actor, or stakeholder, in this scenario wlll
play a signiflcant role |n that actor's relatlonshlps wlth others. Human rights
defenders therefore need informatlon not only about issues dlrectly related to their
work, but also about the posltlons of key actors and stakeholders.

A slmple exerclse would be to organlze a group bralnstorming to try to |dentify and
list all the social, political and economic actors that may have an influence on your

current security sltuatlon.

Analysing vour working environment

It is very Important to know and understand as much as possible about the context
you are working In. A good analysls of that context snables Informed daclslons
about which securlty rules and procedures to apply. It Is also Important to think
about possible future scenarlos, In order, where posslble, to take preventlve actlon.

However, simply analysing your working environment isn’t enough. You also need
to look at how each interventlon could affect the situation and how other actors
might react to each one. It |s also Important to take Into account the dimenslons of
a work scenarlo. You can undertake an analysls at macro level by studying a
country of a region, but you also have to find out how those macro dynamics
function in the partlcular areg whers you are working, i.e. the mlero dynamics

El
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For Instance, paramlllitarles In one local area may act differently to how
you might expect following a reglonal or natlonal analysls. You nead to be aware
of such local characteristics. It Is also cruclal to avold having a flxed view of a
work scenario, because situations evolve and change. They should therefore be
reviewed regularly.

Asking Questions, the Force Fleld Analysls and the Stakeholder Analysis
are three useful methods for analysing your working environment:

Asking questions

You can understand your working environment better simply by asking the right
questlons about It. This Is a useful tool for generating discusslons In a small
group, but It will only work If the questlons are formulated In a way that wlll make
It easy to flnd a solutlon.

Suppose, for example, that harassment by local authorlties has become a
problem. If you phrase the question as: “What should be done to reduce the
harassment?®, you may find yoursslves simply looking for a remedy to a symptom,
i.a. the harassment.

But If you phrase the qusastlon to polnt toward a solutlon, you may bea on your way
to finding a real solutlon. For example, If you ask: “Is our soclo-political
environment safe enough for dolng our work?", there c¢an be only two answers —
yes ol no.

If the answer is yes. you will nead to formulate another question that can hslp you
pin-point and properly understand the critical issues at stake for maintaining your
safety. If. after proper conslderatlon of all avallable actlvitles, plans and resources,
as well as leglslatlon, negotlations, comparisons with other defenders In the area,
etc, the answer should turn out to be no, this in itself will amount to a solution to
your security problem.

Using the Asking Queastlons method:
» Look for questlons that will help you pin-polnt and properly understand the
critical issues at stake for malntaining your safety.

»* Formulate the questions in a solution-oriented way.
+ Repeat thls process as many times as necessary (as a dlscusslon).

Some useful questlons to be asked:

+Which are the key issues at stake in the socio-political and economy arena?
* Who are the key stakeholders In relatlon to these key lssues?

* How might our work affect negatlvely or positlvely the interests of these
key stakeholders?

+ How might we react if we bacame targeted by any of these actors dus to
our work?

+ Is our soclo-polltical environment safe enough for doing our work?

ﬂ
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+ How have local/national authorities responded to previous work of rights
defenders related to this issue?

+ How have the key stakeholders responded to previous or similar work of
rights defenders or others related to these issues?

+ How have the madla and the community responded In simllar
circumstances?

= Etc.
Force Fleld Analysis

Force fleld analysis Is a tachnique which can help vou visually Identlfy how dif-
ferent forces are helplng or hindering the achlevement of your work objectives. It
shows both supporting and reslsting forces, and works on the assumptlon that
security problems might arise from resisting forces, and that you could take
advantage of some of the supporting forees. This technique can be complsated by
just one person, but is most effective when used by a diverse group with a clearly
defined work objective and a method for accomplishing it.

Begin by drawlng a horlzontal arrow polntlng to a box. Wrlte a short summary of
your work objectlve In this box. This wlll provide a focus for Identifylng supporting
and resisting forces. Draw another box above the central amrow. List all potential
forces which could be preventing you from achieving your work objective here.
Draw a similar box, containing all potential supportive forces, underneath the
arrow. Draw a final box for forces whose direction is unknown or unsure.

Chant 1:Force field analysis for assessing working environm ent

A

Resisting forces

P Wiork objective

!

Forces of
unknown
direction

Supporing forces

After completing your chart It Is tlme to evaluate the results. Force fleld analysls
helps you to clearly visualise the forces you are dealing with. The goal is to find
ways to reduce or eliminate risk generated by resisting forces, partly through
potential help from supporting forces. In terms of the forces of unknown direction,
you will nead to decide whether to look at them as supporting, or to monitor them
continuously In order to detect slgns of them becoming slther resisting or
supporting.

ﬂ
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For example:

Imagine that you belong fo an organisation deallng with indlgenous people’s
rights te natural rescurces on thelr own land. There are ongoing confiicts
betwaen a number of stakeholders about the exploltation of those resources.
You now want fo extend your work o a neighbouring area with similar
problems.

m Power full companies exploting the resources
4—— | w Government officials who benefit from bribery
m Etc.

Wie want to
’ gxtend our work

to a neighbouring
? area

m Some international NG0s

W One company has
support ourwork

adreed to consider
> suspension of the

m e have alot of experience exploitation

and strong local position

Actors {or stakeholders) Analysis

Actors or stakeholder analysis is an important way of increasing the information
you have available when making decisions about protection. It involves identifying
and describing the different actors or stakeholders invelved and their
relatlonshlps, on the basle of thelr characteristics and Interests — all In relatlon to
a glven protectlon Issue.

A stakeholder in protection is any person, group or
Institution with an Interest In, or Involvement In,
a pollcy outcoms In the area of protaction®.

A stakeheolder analysis is key to understanding:

» Who is a stakeholder and under what circumstances their stake counts.

+The relationships between stakehclders in protaction, their characteristics
and Interests.

* How these wlll be affected by protactlon actlvities.

» Each stakeholder’'s willingness to become invelved in those protection
activities.
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Stakeholders in protection can be categorised in the following way:

Primary stakeholders. In a protectlon context, these are the defenders
themselves, and those they work with and for, because they all have a
primary stake in their own protection.

Duty-bearer stakeholders, who are responsible for protecting defenders,
l.e.:

+ Government and state Instltutlons {Including securlty forces, |udges,
leglslators, etc.)

+ International bodies with a mandate that includes protection, such as
some UN bodies, regional 1530s,. peacekeeping forces, etc.

+ In the case of opposition armed actors, they can be held accountable for
not attacking the defenders (as the clvlllan populatlon they are), speclally
when these actors control the territory.

Koy stakeholders, who can significantly Influence the protection of
defenders. They may have political clout or the capacity to put pressure on
duty-bearer stakeholders who do not fulfil their responsibilities (such s other
governments, UN bodies, ICRC, etc), and similarly some of them may be often
directly or Indirectly Involved In attacks and pressure agalnst defenders (such as
private corporations or the mass medla or other govermments also). All depends
on the context and interests and strategies of each of these key stakeholders. A
non-exhaustive list could include:

* UN bodies {other than mandated ones).

* The Internatlonal Committee of the Red Cross (ICRC).

» Other governments and multilateral institutions {both as donors and
policy-makers).

+ Other armed actors.

* NGOs (elther natlonal or Intematlonal).
» Religious institutions.

+ Private corporations.

» The mass media.

A major difflculty with establishing which strategles and actlons are belng under-
taken by stakeholders Is that the relatlonshlps between them are not clear-cut, or
may even be non-existent Many duty-bearer stakeholders, particularly
governments, security forces and opposition armed forces, cause or contribute to
human rights violations and a lack of protection for defenders. Some
stakeholders, who would otherwise share the same protection concems, may also
have competing Intereats, such as among other governments, UN bodles and
NGOs. Thesse factors, along with those Inherent In conflict scenarlos, project a
complex picture of the working environment as a whole.

\_?l
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ANALYSING CHANGING STRUCTURES AND PROCESSES

stakeholders are not statlc actors. They relate 1o each other at muliiple levels,
creating a dense web of relationships. In terms of protection, it is important to
highlight and pay attention to relationships which shape and transform people's
protectlon nesds. We can talk about structures and processes.

structures are intermelated parts of the public sector, civil society or private bedies.
We will look at themn from the point of view of protection. Within the public sector, we
could look at a government as a set of actors with slther one unified strategy or with
confronting Intemal sirategles. For example, we could find strong discrepancles
between the Ministry of Defence and the Ministry of Foreign Affairs when discussing
policies related to human rights defenders, or between the Ombudsman's office and
the milltary. Structures can have mixed components; for example, an Inter-sectoral
commisslon (members from the govermment, NGOs, the UN and diplomatic corps)
could be created to follow up on the protection situation of a given human rights
defenders organisation.

Processes are the chalng of daclslons and actions taken by one or more structures
with the goal of improving the protsction situation of a given group. There can be
legislative processes, cultural processes and policy processes. Not all processes are
succassful In achleving Improvements In protecion: On many occaslons protection
processes are In conflict or render each other Ineffective. For example, people
allegedly being protected rmay not accept a policy protection process led by the
govemment, because they see it as having an Implicit aim of displacing people from
an area. The UN and NGOs may support peopls In this process.

There are a number of ways to do a stakeholder analysls. The following uses a
stralght-forward methodology, which Is key to getting good results In analyses and
decision making processes.

When assessing protection processes It Is Important to look at them with an adequate
time perspective and always take Into account the Interests and objectlves of all
stakeholders Involved.

E}l
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A stakeholder analysis In four steps:

1 . ldentify the wider protection issus (i.e. the sacurity situation of human rights
defendsers in a given region within a country).

2 - Who are the stakeholders? (Namely, which are the Institutlons and
groups and Individuals with a responsiblliity or an Interest In protection?)
Identlfy and llst all stakeholders relevant to that protection lssue, through
brainstorms and dlscussions.

3 - Investigate and analyse the stakeholders’ characteristics and particular
attributes, such as responsibilities in protection, the power to influsnce the
protaction sltuatlon, alms, strategles, legltimacy and Interests {Including the
wlll to contribute to protaction).

4 . Investigate and analyse relationships between stakeholders.

\_El
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ssessing: risk threats,
vulnerabilities and capacities

Purpose

Understanding the concepts of threats, vulnarability and
capaclty In securlty.

Learning how to do a risk assessment.

Risk analysis and protection needs

Human rights defenders’ work can have a negative impact on specific actors'
interests, and this can in turn put defenders at risk. It is therefore important to
stress that risk Is an Inherent part of defenders’ llves In certaln countries.

The Issus of risk can be broken down In the followlng way:

- Analyse main stakeholders’
- interests and strategies
- Assess Impact of defenders’ work on those Interests and strategles

- Assess threat agalnst defenders
-  Assess vulnerabilities and capacities of defenders
- Establish Risk.

In other wards. the work you do as a defender may increase the risk you face. +

What yvou do can lead to threats.

+ How, where, and when you work raises issues about your vulnerabilities and
capacities.

Thers is no widely accepted dsfinition of risk. but we can say that risk refers to
possible events, however uncertain. that result in harm.

In any given situation, everyone working on human rights may face a common

level of danger, but not everyone is equally vulnerable to that general risk just
by being in the same place. Yulnerabllity - the possibility that a defender or a
group willl suffer an attack or harm - varles according to several factors, as we

wlll sas now.
12
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An example:

There may be a country whare the Govaernment poses a general threat agalnst
ail kinds of human rights work. This means that all defenders could be at risk.
But we also know thal some defenders are morg af risk than others; for
instance, a large, well established NGO based in the capital will probably not
be as vulnerable as 2 small, local NGO. We might say that this is common
sense, but it can be intaresting to analyse why this happens in order to befter
understand and address the security problems of defenders.

The lavel of rlsk facing a greup of defsenders Increases In accerdance with threats
that have besen recelved and thelr vulnerabllity to those threats, as presented In
this equation:

RISK = THREATS X YULNERABILITIES

Threats represent the possibility that someonse will harm semebody slsa’s phys-
ical or moral integrity or property through purposeful and often viclent action®.
Making a threat assessment means analysing the llkellhood of a threat bsing put
Into actlon.

Defenders can face many diffarant threats in a conflict scenario, including tar-
geting, commen crime and indirect threats.

The most commen type of threat — targeting — aims to hinder or change a group's
work, or to influence the bshaviour of the people involved. Targeting is usually
clesely related to the work done by the defenders In questlon, as well as te the
Interests and needs of the people who are opposed to the defenders’ work.

Defenders may face the threat of common
criminal attacks, especially if thair work
brings them to risky areas. Many cases of
targeting are carried out under the guise of

being “ordinary’ criminal incidents. A summary of kinds of threats
Indirect threats arlse from the potantlal » Targeting {declared

harm caused by fighting In armed conflicts, threats, possible threats):
such as 'being in the wrong place at the threats due to your work.

wrong time'. This applies specially to

defenders working in areas with armed * Theeats by commen

criminal attacks.

conflict.

» Indirect threats: Threats
Targetlng {targeted threats) can also be due t_o fighting in armed
seen In a complementary way: Human conflicts.

rights defenders may c¢ome across
declared threats, for example by receiving

E’l
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a death threat. There are also cases of possible threats, when a defendear close to
your work is threatened and thers are reasons to believe that you might be
threatenad next.

Yulnerabillltlies

Vulnerability means the degree to which people are susceptible to loss, damage,
suffering and death in the event of an attack. This varies for each defender or
group, and changes with time. Vulnerability is always relative, because all people
and groups are vulnerable to some extent. However, everyone has their own level
and type of vulnerablilty, depending on thelr clrcumstances. Let's see some axam
ples:

+ Vulnerability can be about location. For example, a defender is usually more
vulnerable when s/he is out on the road during a field visit than when s/he is at a
wall known office where any attack is likely to bs witnessed.

+ Vulnerabllitles can Include lack of access to a phons or to safe ground trans-
portatlon or to proper locks In the doors of a house. But vulnerabllitles are also
related to the lack of nefworks and shared responses among defenders.

+ Vulnerabilities may also have to do with team work and fear: A defender that
receives a threat may feel fear, and his/her work will be affected by fear. If s/he
has no a proper way fo deal with fear (somebody to talk to, a good team of co-
lleagues, etc) chances are that s/he could makes mistakes or take poor declslons
that may lead him/her to more sscurlty problams.

Capacities

Capacltles are the strengths and resources a group or defender can access to
achleve a reasonable degres of securlty. Examples of capacitles could be training
in security or legal issues, a group working together as a team, access to a phone
and safe transportation, to good nefworks of defenders, to a proper way of dealing
with fear, efc.

In most cases, vulnerabllitles and
capaclties are two sldes of
the same coln.

For example:
Not knowing enough about your work environment work Is a vulnerablllty,

whlle having this knowledge Is a capacity. The same can be sald about
having or not access fo safe transportation or to good networks of defenders.

ﬂ
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The risk created by threats and vulnerabllitles can be reduced If defenders have
enough capacities (the more capacities, the lesssr the risk).

_ threats x vulnerabllity
Risk = capaclties

Risk is a dynamic concept that changes with time and with variations in the nature
of threats., vulnerabilities and capacities. This means risk must be assessed
perlodically, espeaclally If your working snvironment, threats or vulnerabllifles
change. For Instance, Vulnerabllltles can also Increase If a change of leadership
leaves a group of defenders In a weaker posltion than before. Risk increases
dramatically wlth a clear and present threat. In such cases, it is not safe to try to
reduce risk by increasing capacities, because that takes time.

Sacurity measures, such as legal training or protective barriers, could reduce risk
by reducing vulnerablilty tactors. However, such measures do not confront the
maln source of risk, l.ae. the threats, nor the will to carry them out, aspaclally In
sltuations where perpetrators know they are likely to go unpunished. All major
Interventlons in protection should therefore aim to reduce threats, in addition to
reducing vulnerability and snhancing capacity.

Vulnerablllties and capacliles assassment

Deslgning a vulnerabllity and capacltles assessment for a glven group (or psrson}
Involves deflning the group ltself {a communlty, collective, NGO, Individuals, etc),
the physical area wherse It Is located and the time line {your vulnerabllity proflle
will change and evolve over time).

Please note: The vulnerabllittes and capacities assessment must be seen as an
open-ended activity aimed at building on existing information to maintain an
accurate plcture of a constantly evolving sltuation. When asssessing capacltles, It Is
Important to establish what the actual current capacltles are Instead of llsting
potentlal, deslrable ones.

Esl
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Coping and response strategles

Defenders and groups under threat use different coping strategles to deal with
the risks they perceive that they face. These strategies will vary a lot depending
on their environment (rural, urban), the type of threat, the social, financial and
lagal resources available, stc.

Most coping strategies can be implemented immediately and in response to short
term oblectlvas. They will therefore function more llke tactlcs than as detalled
response strategles. Most strategles also respond to Indlvldual people’s subjactive
perceptions of risk, and could at times cause the group some level of harm,
especially if the strategies used cannot be reversed.

Coping strategies are closely related to the type and severity of threat and to the
group’s capacities and vulnerabilities.

When thinking about securlty and protectlon you must take Into account both your
own and other people's coplng strategles. Relnforce the effectlve ones, try to limlit
harmful ones and try to respect the remalning ones {especlally coplng strategles
linked to cultural or religious beliefs).

Some coplng strategles:

+ Reinforcing protective barriers, hiding valuables.

+ Avoiding behaviour which could be questioned by another actor, espe-
cially if control of the territory where you are working is under military
dispute.

+ Golng Into hiding during high risk sltuatlons, Including In places that are
difficult to access, like mountaing or jungle, changing houses, etc.
Sometimes whole families go into hiding, and sometimes Just defenders.
Hiding could take place at night or go on for several weeks, and might
Involve no outslde contact.

+ Looking for armed or polltlcal protection from one of the armed actors.

¢+ Suspending activities, closing down the office, evacuating. Forced migration
{internal displacement or as refugess) of going into axile.

+ Ralylng on “good luck” or resorting to “maglc” bellefs.

4+ Bacoming more secretlve, Including with colleagues; golng Into denlal by
refusing to dlscuss threats; excesslve drinking, overwork, erratlc behaviour.

Defenders also have access to response strategies. These can include issuing
reports to publicise a specific issus, making allegations, staging demonsirations,
efc. In many cases these strategies do not amount to a long term strategy, but
raspond to short term needs. In some cases the response strategles might even
create more securlty problems than those they were Intended to address.
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When analysing coping and response strategies, take the following into
account:

+ Sensitlvity: Can your strategies respond quickly to individual or group
securlty needs?

¢+ Adaptabliity: Can your strategles be quickly adapted to new clrcums-
tancesz, once the risk of attack is over? A defender may have several
options available, for example to either hide or to live at other people’s
houses for a while. Such strategies may seem weak or unstable, but often
have great endurance.

+ Sustalnabliity: Can your strategles sndure over time, desplte threats or
non-lethal attacks?

+ Effectlveness: Can your strategies adequately protect the people or
groups in question?

+ Reversiblllty: If your strategles don’t work or the sltuatlon changes, can
your strategles be reversed or changed?

Dealing with risk after doing a risk assessment

Once your risk assesamsent has besn done, you need to lock at the results. As It Is
Impossible to measure the “amount” of rlsk you are faclng, you need to establish
an understanding of what the level of risk is.

Different defenders and organisations may estimate different levels of risk. What is
unacceptable for some defenders can be acceptable for others, and the same can
be said for people within the same organisation. Rather than discussing what ‘must
be done or whether you are prepared for golng ahead with It, peoples different
thresholds of risk must be addressed: You must find 2 commonly acceptable
threshold for all members of the group.

That said, there are different ways of dealing with risk:

* You can accept the risk as it stands, because you feel able to live with it.

* You can reduce the riak, by working on threata, vulnerabililtles and
capacltles.

+ You can share the risk, by undertaking joint actions with other defenders
to make potential threats to one defender or organisation less effective.

* You can choose to aveld the risk. by changing or astopping your activities
or changing approach to reduce potentlal threats.

» You can Ignere the risk, by looking the other way. Needless to say, this Is
not the best option.
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Bear in mind that the levels of risk are usually different for each of the organiza-
tions and individuals involved in & human rights case, and that attackers usually
tend to hit in the weakest parts, so that vou have to pay attention to these
differant levels of risk and take speaciflc measures. For exampls, let’s look at a
case of a peasant kllled by a landowner private army.

Thers may be several organizations and individuals involved in it, such as a
group of lawyers from the close-by capltal clty. a local peasant unlon and three
witnesses (peasants who live in a nearby village). It is key to assess the different
levels of risk of each of these stakeholders in order to plan properly for the security
of each of them.
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A risk scales: Another way ndar nd risk

A scales provides another way to understand thls concept of risk: This Is
something we migth call ... a "rlsk-meter”. If we put fwo boxes with our threats and
vulnerabilities on one of the plates of the scales, and another box with our
capacities on the other plate, we will see how our risk gets ingcreased or reduced:

T

The maore threats and vulnerabilities we have, the more risk we face:

Risk Risk

Risk

]
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The more capacities we have, the less risk we face. And for reducing the risk, we
can reduce our threats and our vulnerabilities, as weall as increase our capacities.

But ... Look at what happens If we have soms blg threats: Never mind we try to
Increass our capacltles at that very moment: The scales wlll show a high leval of
risk anywayl

es TN Risk

Eul
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nderstanding and

assessing
threats

Purpose

To get an in-depth understanding of threats and how to respond to threats.

Threats assessment: Undearstanding threats in depth

The repression of human rights defenders iz all about psychology. Threats are
widely used fo make defenders fesl vulnerable, anxious, confused and hslplass.
Ultimately, repression also sesks to break organisations and make defenders
lose trust in their leaders and colleagues. Defenders have to tread a fine line
between careful and proper management of threats and malntalning a sense of
safety In our work. This Is also the maln objactlve of this chapter.

Previously, threats were defined as “the possibility that someone will harm
somebody else’s physical or moral integrity or property, through purposeful,often
violent action . We also talked about possible threats (whan a defsnder closs to
your work is threatened and there is reason to bslieve you might be threatened
naxt}, and declared threats (recelving a death threat, for example). YWe wlll now
look at how to deal with daclared thraats.

A declared threat is a declaration or indication of an intention to inflict
damagse, punish er hurt, usually in erder te achieve something. Human rights
defenders receive threats because of the impact their work is having, and most
threats have a clear objective to either stop what the defender is doing or to force
him or her to do something.

A threat always has a source, l.e. the person or group who has been affected by
the defender's work and artlculates the threat. A threat also has an objectlve
which is linked to the impact of the defender's work, and a means of
expresslon, i.e. how it becomes known to the defender.

Threats are tricky. YWe might say with a certain amount of irony that threats are
“acological”, bacause they aim to achieve major results with a minimum invest-
ment of energy. A person making a threat has chosen to do that, rather than
take actlon - a higher Investment of energy. Why? There may be a number of
reasons why, and it is worth mentioning them here:
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+ The person making the threat has the capacity to act but I3 to some extent
concemed about the political cost of acting openly against a human rights
defender. Anonymous threats can be issued for the same reason.

+ The person making the threat has a limited capacity to act and intends to
achieve the same aim by hiding his or her lack of capacity behind a threat.
This limited capaclty may only bs temporary due to other prioritles, or
permanent, but In both cases things may change and lead to direct actlon
againsat the defander later on.

A threat is a personal experience, and always has an effect. Or, in other words,
threats always affect people in some way. One defender once sald that: Threats
achieve some effect, even only dus to the fact that we are talking about threats ™. In
fact, any threat can have a double Impact: smotlonally, and In terms of securlty. We
wlll concentrate on sacurlty here, but we should not forget the emotlonal slde of
avery threat,

We know that a threat is usually linked to the impact of our work. Receiving a
threat therefore represents feedback on how your work is affecting someone else.
If you look at it in this way, & threat is an invaluable source of information, and
should ba analyzed carefully.

“Making” vs. posing” a threat

Paople issus threats against human rights defenders for many reasons, and only
some have the intention or capacity to commit a violent act. However, some indi-
viduals can repressent a sericus threat without ever articulating it. This distinction
batween making and posing a threat is important:

» Some people who make threats ultimately pose a threat.
+ Many people who make threats do not poss a threat.
* Some people who never make threats do pose a threat.

A threat is only credible if it suggests that the person behind it has the capacity to
act agalnst you. It has to demonstrate a minimum level of force or have a
menacling element deslgned to provoke fear.

The person behind the threat can demonstrate his or her capacity to act quite
simply, for example by leaving a written threat inside a locked car, even when you
have left it parked for just a few minutes, or by phoning just after you have arrived
home, letting you know you are being watched.

Paople can try to Inatll fear In you by Introducing symbollc elements Into threats,
for example by sendlng you an Invitatlon to your own funeral or puttlng a dead
anlmal on your deorstap or on your bad at homa.

Many threats show a somblnatlon of the above characteriatics. It ls Important to
distinguish between them, because some people who send threats pretend to
have the capacity to act by using symbolic and frightening slamants.

Anyone can make a threat, but not everyone can pose a threat,
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At the end of the day, you need to know whether the threat can be put Into actlon.
If you are reasonably sure that thls Is unllkely, your approach wlll be completely
different than if you think a threat has some basis In reality.

The two main objectives when assessing a threat are:
» To get as much information as po ssible about the purpose and source of
the threat (both wlll be linked to the Impact of your work).

* To reach a reasonable conclusion about whether the threat will be acted on or not.

Flve steps to assessing a threat

1 - Establlsh the facts surrounding the threat(s). It's Important to know
exactly what has happened. This can be done through Interviews or by asking
questlons to key people, and occasionally through relevant reports.

2 . Establish whether there Iz a pattern of threats over time. if several
threats are made in a row {as often happens) it is important to look for pat-
terns, such as the means used to threaten, the times when threats appear,
symbols, Information passed on In wrlting or verbally, etc. It Is not always
posslible to establish such patterms, but they are Important for making a
proper threat assessment.

3 . Establish the ob]ective of the threat. As a threat usually has a clear
objective linked to the impact of your work, following the thread of this
impact may help you establish what the threat is intended to achieve.

4 . Establish who Is making the threat. (This can only be done by going
through the flrst three steps first.) Try to be as speclflc as possible. For
example, you could say that “the government” Is threatening you. But since
any government is a complex actor, it is more useful to find out which part of
the government may bse behind the threats. Actors such as “security forces”
and “guerrilla groups™ are also complex actors. Remembser that even a
slgned threat could be false. This can be a useful way for the person making
the threats to avold polltical costs and stlll achleve the alm of provoking fear
In a defender and trying to prevent him or her from working.

5 - Make a reasonable concluslon about whether or not the threat can be
put Into actlon. Violence Is condltional. You can never be completely sure
that a threat will — or will never - be carried out. Making predictions about
violence is about stating that, given certain circumstances, a specific risk
exlsts that a particular person or group will act vlolently agalnst a particular
target.

Defenders are not fortune tellers and cannot pretend to know what Is going to hap-
pen. However, you can come to a reasonable conclusion about whether or not a
given threat is likely to be put into action. You may not have gained enough infor=
mation about the threat through the previous four steps and may therefore not
reach a concluslon. You may also have different oplnlons about how “real® the
threat Is. In any case, you have to proceed on the basls of the worst case scenarlo.
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For example:

Death threals have been made against a human rights worker. The group
analyses the threats and reach fwo opposing conclusions, both based on good
reasoning. Some say the threat Is a fotal fake, while others psople see woitying
signals about its feasibility. At the end of the meeting, the group decidas fo
assume the waorst case scenario, ie. thal the threal is feasible, and {ake
sacurily measures accordingly.

This threat assessment progresses from solid facts {step 1) to increasingly spe-
culatlve reasoning. Step 2 Involves some Interpretation of the facts, and this
Increases further through steps 3 to §. There are good reasons for following the
order of the steps. Golng directly to step 2 or 4, for example, wlll miss out the
mare solid information arising from the previous steps.

Maintaining and closing a threat case

A threat or security incident can alarm a group of defenders, but it is usually dif-
ficult to maintain this fesling of alarm until the threat has passed. Because of the
constant outslde pressure on defenders In thelr work, ringing organisational alarm
bells too often could lead the group to lose Interest and come off thelr guard.

Raising a group alarm should only happen based on reliable evidence and should
be focused on a specific anticipated event. It must be designed to motivate group
members to act, and call for a specific set of actions to be taken. To be most
effective, an alarm should only stimulate a moderate level of motivation: Too low
doesn't get people to act, but too high creates emotlonal overload. If the threat Is
likely to persist over time, It s essentlal to debrlef people and do follow-up after
the initial alarm was raised to correct misinformation, change misguided
recommaendations, and reinforce the group’s trust in their joint afforts.

Finally, if the threat does not materialise, some explanation of why must be
provided, and the group should be informed that the threat is lower or has
disappeared altogether.

You can conslder closing a threat case when the potentlal attacksr Is deemsd to
no longer pose a threat. Ideally, to be sure that you are right to close a case, you
should be able to explain why first. Questions should also be asked about
changed circumstances which could trigger the person behind the threats to move
towards violent action.
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ecurity incidents:

definition and
analysis

Purpose

Learning how to recognise and respond to security Incldents.

What Is a securlty Incldent?

Put simply, a security incident can be defined as any fact or event which you
think could affect your personal or organizational securlty.

Examples of gsecurlty Incldents could Include seslng the same, susplclous vehicle
parked outside your office or home over a numbar of days; the telephone ringing
at night with nobody at the other end; somebody asking questions about you in a
nearby town or village, a break-in to your house, etc.

But not everything vou notice will constitute a security incident. You should
therefore reglster It, by writing It down, and then analyse It, Ideally with
colleaguas, to establish If It really could affect your securlty. At this point you can
react to the Incldent. The sequence of avents ls as follows:

You notice something than you realize it might be a security incident tan you
register it / share it & you analyse it than you establish that it is a security incident
and finally you react appropriately.

If the matter |s preasing, this sequence should stlll take place, Just much more
qulckly than usual to avold delay (ses below).

How to distinguish between security incidents and threats:

If you are walting for a bus and somebody standing next to you threatens you
because of your work, this - apart from belng a threat - constltutes a securlty
Incldent. But If you dlscover that your offlce I8 belng watchad from a pollce or
other unidentified car at the opposite side of the street, or your mobile phone is
stolen, these are security incidents, but not necessarily threats. Remember:
threats have an objactive {, and incidents just happen.

All threats are securlty Incldents, but
not all securlty Incldents are threats.
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Why are securlty Incldents so Important?

Security incidents are crucial to handling your security because they provide
vital Information about the Impact your work Is having, and about possible
actlon which may be planned or carrled out against you. Likewise, such
Incldents allow you to change your behavlour or actlvitles and avold places which
could be dangerous, or more dangerous than normal. Securlty Incldents can
therefore be seen as indicators of the local security situation. If you couldn®t
detect such changes it would be difficult to take appropriate and timely action to
stay safe.

For instance, you may realize that you are under surveillance after noticing
soveral securty Incldents: Now you can take actlon about survelllance.

Securlty Incldents reprasent “the minimum unit” of
socurity measurement and indicates the
resistancefpressure on your work.

Do not let them go unnoticed!

When and how do you notlce securlty Incldents?

This depends on how obvious the incident is. If it could potentially go unnoticed,
your abllity to recognlse It depends on your securlty tralning and experlence and
your level of awareness.

The greater your awareness and training. the
fewsr Incldents wlll escape your attentlon.

Sacurity incidents are sometimes overlooked or briefly noticed and then brushad
to one side, or people sometimes overreact to what they perceive as security
Incldents.

Why a securlty Incldent may go unnoticed?

Angxample:

A defender experiences a securily incident, but the organisation s/he works
with does not react at all. This could be because...

« the defender lan't aware that a securlty Incldent took place.
* the defender is aware of it but dismisses it as unimportant.

+ the defender hasn't informed the organisation (s/he forgot, doesn't
believe it necessary, or decide to keep quiet because it happened
because of a mistake on thelr part).

«the organlisatlon, having done a team evaluatlon of the Incldent
after the defender registered it in the incident book, does not judge
action necessary.
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Why do people sometimes overreact to security incidents?
Eor example:

A colleague might be constantly telling sforles about some security Incldent or
other, but on further examination they prove not to have substance or merit
the definition. The aclual securily incident in this instance is the fact that
your colleague has a problem which makes him/her see non-existent security
incidents. S/he might be feeling very afraid, or suffering from stress, and
should be offered support to resoive the problem.

Do not forget that It Is too
common that securlty Incldents are overlooked or
dismlissed: Be careful about this!

Dealing with security incidents
You can deal with security incidents in three basic steps:

1 « Reglster them. Every security incident noticed by a defender must be
registered, either in a simple, personal neotebook or one accessible to the
whole group.

2 . Analyse them. All registered securlty Incldents should be properly
analysed stralght away or on a regular basls. It |s better to analyse them as
a team rather than individually because this minimises the risk of missing
something. Someocne should be put in charge of making sure this is done.

Decisions must also be made about whether or net to maintain confiden-
tiality about specific incidents (such as threats). Is it ethical and realistic to
keep a threat hidden from colleagues and other people you work with? Ne
single rule applles to every sltuatlon, but It Is often best to be as open as
possible in terms of sharing information and addressing legistical concerns,
as well as fears.

3 +React to them. Given that security incidents give feedback on the
impact of your work, they could lead to the following:

» Reactlon to the Incldent Itself.

* Feedback, in security terms, about how you work, your work plans
of your work strategy.
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Reacting urgently to a security Incldent

There are many ways of responding promptly to a securlty Incldent. The following
steps have been formulated in terms of when and how to react from the moment a

security incident is reported, while it is happening, and after it is over.

Step 1. Reporting ths Incldent.
+ What is happening/has happsnad (try to focus on the actual facts)?

+ Where and when dld It take place?

+ Who was involved (if it can be established)?

+ Was there any injury or damage to individuals or property?
Step 2. Declde when to react. There are two posslbllitles:

+ An Immadlate reactlon is required to attend to people with injuries or
stop an attack.

+ A rapld rsactlon (in the next few hours or aven days) is necessary to
prevent possible new securlty Incldents from arlsing.

+ A follow up action {in several days or weeks or even months): If the
situation has stabilised, an immediate or rapid reaction may not be neces-
sary. However. any security incident that requires an immediate or rapid
reaction must be followed by a follow up action in order to restore or review
your working environment.

Step 3. Declde how to react and what your objectives are.

+ If the reaction has to be immediate. the objectives are clear: Attend to
injuries and/or prevent another attack.

+ If the reactlon has to be quick, the objectlves wlll be astablished by a crisis
team (or simllar) and focus on restoring the necessary securlty for
those affected by the Incident.

Subsequent reactions will take place through the organisation’s normal decision-
making channels, with the objective of restoring a safe working environment
oxternally, as well as re-establishing internal organisational procedures and
Improving subsequent reactlons to securlty Incldents.

Any reactlon also has to take Into account the securlty and protection of other
paople or organisations or institutions with which You have a working relationship.

Establlsh your objectlves before taking actlon.

Prompt actlon Is Important, but knowling why are
you taking actlon Is mors Important. By first establishing

what you want to achlave (obJectlves), you can declde how to achleve It
{course of actlon).
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preventing and reacting to

attacks

Purpose
Assessing the likelihood of different kinds of attacks taking placs.

Preventing posslble direct attacks agalnst defenders.

Carrying out countsr surveillance.

Attacks against human rights defenders

Violence is a process, as well as an act. A violent attack against a defender does
not take place in a vacuum. Careful analysis of attacks often shows that they are
the culmination of conflicts, disputes, threats and mistakes which have developad
and can bs traced over tima.

Attacks against defenders are the product of at least three interacting factors:

1 :The Indlvidual who takes violent actlon. Attacks on defendears are often
the product of of processes of thought and behaviour we can understand and
learn from even If they are lllegltimate.

2 . Background and triggers which lead the attacker to see violence as
an optlon. Most people who attack defenders see attacking as a way of
reaching a goal or selving a personal problem.

3 . A setling that facilitates the viclence, allows it to take place or doss not
stop it

Who, then, 1s a danger to defenders?

Generally, anyone who thinks that attacking a defender is a desirable, accept-
able, or potentially effective way to achieve a goal can be considered a potential
attacker. The threat Increases If s/he also has, or can develop, the capaclty to
attack a defender.
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Some attacks are preceded by threats, and some are not. However, the bshaviour
of Indlvlduals planning a targeted vlolent attack often shows subtle slgns, since
they need to gather information about the right time to attack, plan how to get to
their target, and how to escape.

The threat can decreass
with changes In the potential attacker's
capacity to stage an attack,
thelr attitude towards
how acceptable an attack is,
or how llkely sf he Is to be caught and punished.

It is therefore vital to detect and analyse any signs indicating a possible attack.
This involves:

= Datarmining the llkellhood of a threat belng carrled out.
+ Identifylng and analysing securlty Incldents.

Security incidents which involve surveillance of defenders or their workplace are
aimed at gathering information. This information isn’t always intended for use in
an attack, but it is important to try and establish whather it is or not

Surveillance of staff or offices is intended to acquire information about them and
can be used for a numbaer of purposes:

To establish what activitles are cartled out, when and with/by whom.

To use this information later to attack individuals or organisations.

To gather the informnation necessary to carry out an attack.

To gather Informatlon for a legal actlon or other harassment

(without direct violence),

« To Indmidate your supporters or other people who work with you, or provide
you with Informatlon to stop dolng so.

It is important to remember that surveillance is usually necessary in order to
carry out an attack, but doesn’t In Iltself constltute an attack. Also, not all
survelllance Is followed by an attack. Targeted violence does sometimes occur In
sltuations when an attacker suddenly sees an opportunity to strlke, but aven
then some level of preparation has usually been camried out first.

There is little information available to help you recognise an attack being
prepared. The absence of studies on this subject contrasts sharply with the large
number of attacks against defenders. However, the studies which do exist offer
some Interesting Inslghts’
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*

Afttacking a defender Isn’t easy and requires resources. Survelllance
Is needed to establlsh an Indlvidual's movements and the best locatlon for
attacking. Getting to the target and making an effective, quick escape is
also vital. {However, if the environment is highly favourable to the
attacker, attacks are easier to carry out).

+ Poeople who attack defenders usually show a degree of consistency.
The majorty of attacks are almed at defenders who are heavlly Involved In
Issues affecting the attackers. In other words, usually attacks are not
random or aimless, but respond to the interests of the attackers.

+ Geographlcal factors matter, For example, attacks on defenders in
rural areas are less public and therefore provoke less reaction at law
enforcement level and political level than attacks In urban areas. Attacks
agalnst NGO headquarters or high proflle organisatlons In urban areas
generate an even greater reactlon.

+ Cholces and declslons are made before an attack. People who are
considering an attack against a defenders’ organisation must decide
whether to attack the leaders or grass-roots members, and choose
between a single hit {agalnst a key, possibly high proflle person and there-
fore at an Increased polltlcal cost) or a seres of attacks (affecting the
organisation’s membership). The few studies done on attacks against
defenders suggest that both strategies are usually applied.

Establishing the feaslbllity of an attack

To find out how likely an attack is to happen, you need to analyse the relevant
factors involved. To establish what those factors are, it is useful to differentiate
between different kinds of attacks, i.e. common crime, indirect attacks (being in
the wrong place at the wrong time) and direct attacks (targeting), using the
followlng .
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Jable 1: Establishing the threat level of direct attacks (targeting)

(PA stands for potentlal attackers)

THREAT LEVEL FOR DIRECT ATTACKS (TARGETING}

FACTORS Low THREAT MEDIUM THREAT HigH THREAT
CAPACITY TO ATTACK FaA have limlted P4 have operationsal Zones whare you work
bllity to act In the areas |capaclty near the areas under the firm contral
Fhare You work pmhare you work of FA
FINANGIAL MOTIVE A do not nasdd your Interest In your PA in clear nasd of

ulpment or cash for
thair activities

quipment, cash, or equipment or cash

thar forms of financial
aln {l.e. kldnapping)

POLITICAL AND MNone - your work hes arlal Interest - your

MILITARY MOTIVE hothing to do with thelr rk limits thair political ::r';’p::’;';h'ﬂ?"y
pblactives nd military oblectives objactives, baneflts thelr

opponents, etc.

RECORD OF MNone or rare Dccaslonal cases Many pravious cases

PREVIGUS ATTACKS

ATTITUDES OR Sympathetic or indifferent Aggressive, with cleer

INTENTIONS Indiffarant attliiude Occaslonal threats iand present threats

Frequent wamings

SECURITY Existing Low Mona, or sacurlty forcas

FORCES CAPACITY TO collaborate with PA

DETER ATTACKS

YOUR LEVEL OF Good Madlum to low Limited {dapending on

POLITICAL CLOUT clrcumstances) or none

AGAINST PA

Example of the threat level for direct attacks (targeting):

The PA coniro! the areas in which you work, but they do noif have any
financfal motlve for aftacking you. Your work only partially Himits thelr
pofitical and military objectives, and there are no precedents of simifar
aftacks In the cify. Their atlifude Iz Indifferent, and they do clearly not want to
altract any national attention or pressure by altacking you.

The threat level for direct
attacks In this scenarlo 15 conzsldered 1o be low to
meadium.
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Table 2; blishing the tt level for eri

(CO stands for criminal offenders)

LEVEL OF THREAT FOR CRIME

NGO zones

other areas at night (or
pperate closs to NGO

laraas}

FACTORS Low THREAT MEoIuM THREAT HIBH THREAT
MoBILITY AND CO usually stay In thelr |~ generally enter GO operate ahywhers,
LOCATION OF S0 OWTl areas, away from day or night

AGGRESSIVENESS OF
cO

IC0 avold confrontation
{predominantdy commkt
crime where thers

I no NGQ prasenca)

O commit crime In the
et {but not In staffed
068)

CO openly commit
ot robberles and
nter premises o
mmit crime

ORGANISATION

in pairs

togsthar

ACCES TOMSE OF Unarmed or use non- t:)ruda weaponsa, tlmarms.
WEAPONS ethal arms nciuding machetes ometimes powerful
SIZE AND Operate Individually or  [2-4 paople operate Operate In groups

POLIGE RESPONSE AHD

Rapld response,

Slow response, |ltie

Police do not usually

DETERRENGE capable of puccess capturing Faspond with even &
fetefrence criminale in the act minlmum degree of
pffactivanass
TrainNG AND ell tralned and Regular training, low Pollca are elther
PROFESSIONALIEM OF rofessional but pay, limited resources non=sxistant or corrupt
SECURITY FORCES acking resources cooparate with offenders)
GENERAL There is lawlessness Lack of securlty Rights not ocbeerved.
SECURITY but the sttuation ls absolute Impunky
SITUATION relatlvaly secure

Example of an assessment of the threat level for crime:

In this city, criminals operate in different areas in pairs or small groups,
sometimes durnng the day. They are offen aggressive and often carry guns.
The police doas respond, but slowly and ineffectively, and the police force is
unprofassional and under-resourced. However, the police leadership is well
disciplined. There Is a clear lack of security, and If appllied fo the marginal
neighbourhoods of the cliy. the threat of crime Is at lts highest given that all
the indicators are at high level.

The likellhood of a criminal attack In the centre of a city llke this
Is at a high to medium level.
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Table 3: Establlshina the threat level for Indirect attacks

{PA stands for potential attackers)

LEVEL OF THREAT FOR INGIRECT ATTACKS

FACTORS

Low THREAT

MEoiUM THREAT

HiaH THREAT

YOUR KNOWLEDGE OF
CONFLICT AREAS

Good

Approximete

'You know very llttle
labout where combat
Zohes are located

HSTANCE TO
CONFLICT AREAS

'Your work is far eway
from these areas

'Your work iz close to
these arees and you
pecasionelly enter them

'Your work is carried out
In combat zones

MOVEMENT OF
CONFLICT AREAS

Conflicts are atatlc, or
change slowly end
veriflably

Thay change relstively
pften

They change
ontinuelly, meking
them unpredictable

YOUR KNOWLEDGE OF
LGCATION OF AREAS

WITH LANOMINES

ou heve good
knowledge or there are
no mingd eress

A pproximate
knowledge

LInknowm

8TANCE BETWEEN
YOUR WORK PLACE AND

AREAS WITH LANDUWINES

Wour work takes placea
far awey from these
|reas, or there ere none

'f'our work |3 close to
thase eraas and you
cccasionally enter them

Your work takes place In
mined ereas

COMBAT TACTICS AND
ARMS

Dlzcriminate

CHscrminate, with occa-
lanel uda of ertlllery,
mbushes and snipers

ndizcriminate:
bombardment, heevy
F’tillam terronist or

mb attecks

Example of an assessment of the threat level for Indiract attacks:

In this area, you are familiar with the combat zones, which change stowly
and verifiably. Your work is close to the areas where the fighting takes place
and you occasionally visit or stay in the combat zones. You are not close to
mined areas. The combat tactics used are discriminate and there-fore do not

affect clviffans very often.

Work In thls zone carrles a low
level of risk of indirect attack.
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Preventing a posalble direct attack

You now know that a threat can decrease with changes in the potential attacker's
capacity to stage an attack, their attitude towards how acceptable an attack is, or how
likely s8/he Is to be caught and punished.

To pravent an attack It Is therefore necessary to!

+ Persuade & potentlal attacker or & person making threats that an attack wlill
Involve unacceptable costs and consequences;

» Make attacks less feasible.

This type of attack prevention is similar to the analysis which says
that risk is dependsent on the defenders’ vulnerabilities and capacities. It also said that
In order to protect vourselves and reduce risk, you nead to take actlon agalnst the
threat, reduce your vulnarabllities and anhance your capachles.

Table 4' Preventing a direct attack — different protection outcomes

PREVENIING ALIRECT A CACK DIFFERENT PROTEC HON OUTCOMES

1 Changes in the perpetrator's behaviour: Deterring Confronting

aftackers by increasirg the potential costs of an attack and
reducing threats

by acting directly

2 Changes in duty-bearer stakeholders compliance )
against the source.

with the UN Declaration on HRD3: Dissuading attackers oF a4ainst AN
by improving the likelinoad of authorities taking action to g v

. action taken by
protect defenders or o purish the perpetratars of an attack . the saures)

3 Reducing the feasibility of the attack: Reducing

defenders exposure, improving your working environment, Reducing
managing fear and stress properly, developing security vulnerabilities.
plans, e:c. - enhancing

capacities
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When a threat is made and you want to reduce the risk associated with it, it is
important to act - not Just against the threat itself, but also on the vulnsrabllltles
and capacltles most closely linked to the threat. At times of great pressure,
when you want to react as quickly as possible, you often act on the vulnerabilities
which are easlest to deal with or closest to hand Instead of those which are most
relevant to the threat.

Be careful: If the risk of attack is high (that is, if the threat is strong and real, and
there are several vulnerabilities and fewer capacities), working on vulnerabilities
or capacities to reduce the risk makes little sense, becausse these require time to
changse and becoms functional. If the risk is very high {a direct and severe attack
Is Imminant) you can only do three things to avold It:

a » Immedlately and effectively confront the threat, knowlng that you can
achleve an Immaedlate and speclfic result which wlll prevent the attack
(Usually it is very difficult to be sure that there will be an immediate and effac-
tive result, because reactions take time, and time is precious in this situation)

b - Reduce your exposure to as close to zero as possible. by going into hiding
or leaving the area.

¢ = Seeking armed protectlon, assuming that armed protectlon |s close at
hand {Immedlate), can deter the potentlal attacker and does not put the
defender in more danger in the medium or long term (realistically, such
requirements of armed protection are very difficult to fulfill). Sometimes a
Government offers armed escorts to a defender, after national or interna-
tional pressure; in these cases, accepting or rejecting the escort may have to
do with holding the state accountable for the securlty of defanders. but In no
way can a Government say that they are relleved of thelr responsibliltles If
the defender does not accept the armed escorts. Private security companies
may lead to more risk if they are informally linked to State forces.
And for defenders to Garry weapons we must say that it is usually
ineffactive against an organized attack, and also may make defenders
vulnerable If 2 Government uses It as a pretext to attack them on the basls of
flghting terrorlam or Insurgency.

Threatening sltuatlons that can lead to an attack are easler to handle If other
relevant actors or stakeholders hecome involved and work together. Examples
include a functioning Judicial system; support networks (domestic and interna-
tional) that can put political pressure on duty-bearer stakeholders; social natworks
{wlthin or among organlsatlons), personal and famlly netwarks, UN/International
peacekeepars, atc.

Surveillance and counter-surveillance

Counter-survelllance can help you establish whethar you are belng watched. It Is
difficult to find out whather your communlcatlons are belng Intercepted. and for
this reason you should always assume that they are . However, it is possible to
determine if your movements and offices are being watched.
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Who could ba watching you?

Poople who are usually in your area, such as doormen or porters in buildings,
travelllng sales people who work close to the bullding entrance, people In nearby
vohlcles, visltors, etc., could potentlally all be watching your movements. Paople do
survelllance for money; because they are belng pressurised to do It; because of
their sympathies, or due to a combination of these factors. Those behind the
surveillance can also place collaborators or members of their organisation in your
area.

People can also watch you from a dlstance. In thls case they are almost always
mambers of an organisation and probably use the tactic of watching without
wlshlng to be seen. This means keeplng a certaln distance, varlous people taking
turns and watching from different locations, usging differant vehiclas, atc.

How to know If you are belng watched

You can find out If you're belng observed by watching those who could be
watching you, and by adopting the following rules (without, of course, hecoming
paranoid):

+ If you have reason to think that somebody might want to watch you, you
should be mindful of the movements of people In your area and changes In
thelr attltude, for example, If they start asking about your actlvitles.
Remember that women and men can do survelllance, as can old or very
young people.

+ If you suspect that you are being followed, it is possible to put in place a
counter-surveillance measure involving a third party whom you trust, and
who is unknown to those who might be watching you. This third party can
watch, In advance and from a good distance, movemeants which occur when
you arrlve, leave or go somewhere. Whoever |s watching wlll probably do so
from a place where you can always be easily located, including your home,
offices and the places where you most often do your work.

The benefit of counter-surveillance is that, at least initially, the person observing
you does not realise you know they are there. It should therefore be made clear to
anyone Involved that It may not be advisable confront the parson observing you.
They wlll then reallse that you know about thelr actlvitles, and thils could also pro-
voke a violent reactlon. It 1s Important to take the utmost care and keep a dlstance
if you are aware of somebody watching you. Qnce surveillance has bean detected,
you can take the necessary action .

Most of this counter survelllance advice applles almost excluslvely to urban and
semi-urban areas. In rural areas the situation is very differant, but defenders and
communities who live in such areas are more used to being aware of strangers
nearby. It is therefore more difficult for somebody who wants to watch you to gain
access to inhabitants of a rural area - unless the local population is deeply hostile
towards your work.
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A note: Building relationship with the security forces monitoring you could be
beneflclal In some clrcumstances — and In some clrcumstances It Is not so secret
the survelllance, part of the polnt Is to make It vislble/Intimidating. In some
sltuations defenders cultlvate people In the securlty forces who can then some-
times tip them off when surveillance or even an action is planned against them.

When to check If you are being watched

Logic dictates that it iz wise to check if you are under surveillance if you have
reasoh to believe that you are - for example, because of security incidents which
could be related to surveillance. If your human rights work carries a certain risk, it
is a good idea to conduct a simple counter-surveillance axercise from time to time,
Just In case.

¥You nesed also to think about rlsk you bring to others If you are under survelllance
the rlsk may be greater for a witheas/famlly member of a victim you are meseting
than for you = think about where it would be most secure for tham to meeat? You
may need to warn them that your movements might be under surveillance.

Reacting to attacks

No single rule can be applied to all attacks against defenders. Attacks are also
securlty Incldents.

In any kind of attack there are two essential things to remember:

+ Think always about securltyl — both durlng and after the attackl (If you
are under aftack and you have to make a cholce betwesn two alternatives, go
for the safest onel)

+ Following an attack, it will be necessary to recover physically and
psychologically, take action to solve the situation, and restore a safe work
environment for you and your organisation. It is crucial to retain as much
detailed information as possible about the attack: What happensad, who/how
many people were Involved, number plates of vehlcles. descriptlons, etc.
This can be useful to document the case, and should be complled as quickly
as possible. Keep copies of any documents handed over to the authorities to
document the case.
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Preparing a security
strategy and Plan

Purpose
Learning how to draft a security strategy.
Learning how to draw up a securlty plan.

Human rights defenders working in hostile environments

Too often, defenders work In hostlle environments. There are many reasons why.
Most relate to the fact that defenders’ work may lead them to confront powaerful
actors who are violating intermational human rights law, be it government or state
authorities, security forces, opposition armed groups or private armed gangs.
These actors may retaliate by trying to stop defenders doing their work, through
anything from subtle repression of attempts at free expression to declared threats
and direct attacks. The actors’ lavel of tolerance depends on the defenders' work -
some actlvitles might be deemed acceptable, others not. Often thls uncertainty Is
also dellberate.

Two important considerations should be made here: In many casges, it is only
certain elements within complex actors (such as those mentioned above) who are
hostile towards defenders. For example, some slements within a government may
be relatlvely serlous about protecting defenders, while other slements want to
afttack them. Defenders may also experlence more hostllity during times of
political upheaval, such as elactlons or other political events.

Defenders’ soclo-political work space

This manual focuses on the protection and security of human rights defenders wor-
king in hostile environments and measures which are focussed on improving their
sacurity. There is of course action which can be taken at the socio-political level to
Improve respect for human rights and the snvironment for human rights defenders.
The campalgning and promotion activitles of human rights defenders are often almed
at securing a broader acceptance of human rights within society or more affective
action from political actors to ensure human rights are protected. We don't usually
think of such activities as about security but when successful they can have a
positive impact on protecting human rights defenders' soclo=polltical work space,
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This socio-political work space can be defined as the varlety of possible actlons
the defender can take at an acceptable personal risk. In other words, the
defender percelves “a broad array of possible political actions and associates a certaln
cost or set of consequences with each action . The defender perceives some of these
consequences as accepiable and others as unacceptable, thereby defining the limits
of a distinct political space .

For instance, a defenders group may pursue a human rights case until one of the
members of the group racelves a death threat. If they percelve they have anough
soclo-polltical space, they may declde to make publlc that they have besan threat-
oenad, and eventually go on with the case. But If they percelve that thalr political
space Is limlted, they may reckon that denouncing the threat will have unacceptable
costs. They might even decide to drop the case for a while and improve their security
capacities in the meantime.

The notlon of "acceptable risk can change over time and varles greatly betwesn
Indlviduals or organlsatlons. For some, torture or the death of a famlly member
might be the most unbearable risk. Some defenders belleve that bslng Imprisoned |s
an acceptable risk, as long as It helps to achieve thelr goals. For others, the thres-
hold might be reached with the first threat.

This political space of activity, in addition to being subjectively defined by those who
move within it, is very sensitive to changes in the summounding national political anvi-
ronment. You therefore have to look at It as a relatlve and changeable space.

Securlty and defenders work space

All security strategies can be summarised in a few words: You want to expand your
work space and sustaln It In that way. Speaking strictly In sacurlty terms, defenders
work space requires at lseast a minimum level of congent by the maln actors In the
area - especlally by political and military authorities and armed groups who might
become affected by defenders work and decide to act against them.

This consent can be expliclit, such as a formal permit from the authorities, or
Impliclt, for example, in the case of amed groups. Consent will be more solid if the
actor can see some beneflt resulting from the defenders work. It will be lower If tha
actor percelves related costs. In this case, thelr level of consent wlll depend on the
political costs camrled by an attack on defenders. These Issues are especlally
relevant In armed conflicts where defenders face more than one armed actor. One
armed actor might see defaenders work as helpful to their opponent. Another actors
open acceptance of defenders work may therefore lead to hostility by their
opponent.

Defendars work space can be represanted by two axes:

+ one representing the extent to which the actor wlll tolerate or accept your
work based on the extent to which your work Impacts on the actors objectlves
of strategic interests (the tolerance-acceptance continuum).

@l



http://www.cvisiontech.com/

+ one representing the extent to which you can deter attacks, because of
high political costs, expanding to when you can dissuade the actor on ratio-
nal/moral grounds or even persuade them of political bensfits to not attac-
king you or vlolating human rights (the deterrence-dlssuaslon contlnuum).

Dissuasion

Deterrence

Tolerance

ACceptance

The expanslon of your work space c¢an be achleved over time. Achleving accep-
tance of defenders” work through a strategy of dlssuaslon should take Into
account working for the needs of the population, your image, procedures,
integration etc, as represented in space "b". But in areas of armed conflict the
space usually remains limited to just that which follows from the ammed actors
consent, partially generated as a result of the costs of attacking the defenders
{dlssuaslon), then having the space reduced to a .

Expanding your work space by InGreasing tolerance and acceptance

Your work may affect the oblectives or strategic Interests of someons who does
not care much about human rights, leading to a hostile working environment for
defenders. In order to gain acceptance, or at least consent, for your work, it is
important to limit the confrontation to a necessary minimum. Some suggestions for
how to do thils:

+ Provide Information and training about the nature and legltimacy of
defenders’ work. Government officials and other actors may be more
inclined to cooperate if they know and understand your work and your
reasons for undertaking it. It is not enough just for higher officials to be
aware of what you do, because defenders' daily work usually involves many
levels of officlals In different government bodles. You should make a
contlnuous effort to Inform and traln officlals at all levels.

+ Cilarify the objectives of defenders’ work. In all conflicts it is useful to

clarify and limit the scope and objectives of your work. This will reduce
misunderstandings or unnecessary confrontations that can stop defenders

achieving their aimas.
B
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+ Limlt your work obJectlves to match the soclo-polltical space of your
work, When defenders’ work affects an armed actor's specific strategic
Interests, the actor may react more violently and wlth less conslderatlon for
his Image. Some types of work make defenders more vulnerable than others,
s0 make sure your objectlves match your risk sltuation and protectlon
capacltles as much as possible.

¢+ Allow space In your sftrategles for "saving face™. If you have to
confront an actor about human rights abuses seek to leave them a way to
galn credlt for taklng actlon to address the sltuation

+ Establish alllances widely with as many social sectors as possible.

+ FInd a balance between transparency In your work, to show that
legitimate defenders have nothing to hide, and the need to avoid giving out
Information that could compromlse your work or securlty.

¢+ Finally, remember that the legltimacy and quallty of your work are
necessary conditions for keeping your work space open, but It may not be
enough. You may also need to be able to dissuade potential attackers.

Expanding your work space: Increasing deterrence and dissuaslon

Human rights defenders working in hostile environments should be able to ¢onjure
up anough political costs to frighten an aggressor into not attacking them: This is
called deterrence.

It Is useful to distingulsh betwesan "general” and “Immedlate” deterrence. General
deterrence conslst of the comblned effect of all natlonal and International efforts
at protecting defenders, le. anything which helps to create a general
understanding that attacks agalnst defenders will have nagatlve consequances.
This can happen through wide thematic campaigns or fraining and information
about protecting defsnders. On the other hand, immediate detsrrence sends a
speciflc message to a speclfic aggressor to keep thelr attacks away from a speciflc
target. Inmedlate deterrence |s necessary when general deterrence falls or Is
seean to be Insufficlent, and when protection efforts are focused on speciflc cases.

Dissuaslon is a more Inclusive concept. It can be defined as the result of acts
which induce an opponent not to carry out a contemplated hostile action. Rational
argument, moral appeal, increased cooperation, improved human understanding,
distractlon, adoptlon of non-offenslve pollcy and deterrence may &all be used to
achleve dlssuaslon. Each of these tactlcs are used at different times by defenders
at the national or internatlonal levels. Defenders cannot of course use direct
"threats” very often: The strategy is more about reminding others that, depending
on their decislons, a series of consequences could occur.

Ezl



http://www.cvisiontech.com/

Putting deterrence to work

In order to measure whether we have been effectlve In deterrence, a serles of
conditions must be met:

1 . Defenders must clearly speclfy and communlicate to the aggressor
what types of actlons are unacceptable. Deterrence will not work if the
aggressor does not know which actions will provoke a response.

2 » The defenders" organisation must articulate Its commitment to
deterring the aggresslion In a way that makes the aggressor aware of
it. The organisation must also have a strategy in place for accomplishing
the deterrence.

3 : The defenders’ organisatlon must be capable of carrylng out the
deterrence, and make the aggressor aware of thls. If a threat of
moblllaing natlonal or International reactlon Is not credible, there Is no
reason to expect It to have a protective effect.

4 -Defenders must know who the aggressor Is. Hit squads often work In
the dark of night and rarely claim responsibility. This therefore often boils
down to analysing who might benefit from an attack. In order to improve
the effectiveness of a national or international reaction, an assumption of
*state responsibllity”, although comect, requires more speciflc Informatlon
about which factlons within the state apparatus are behind the attack.

5 . The aggressor must have serlously consldered attacking and then
decided not to carry it out because the costs - due to the defenders'
commitment - would be greater than the benefits.

It is difficult for defenders to dissuade an aggressor who will remain unaffected by
a commitment to deter: This happens when govemments can be punished by the
Internatlonal community, but cannot In turn punish the actual human righta
vlolator. For example, private armles can be outslde the government's reach or
don't share Its Interests. In such cases, the aggressor may even benseflt from
attacking human rights defenders, because attacks will put the government in a
difficult position and harm its image.

Defenders will never know in advance if their "deterrence commitment™ is strong
enough to dlssuade a potentlal attack. The aggressor may expect benefits that
defenders are not aware of. Assessing the sltuatlon as carefully as possible Is a
permanent challenge and may even be Impossible due to lack of critical Informa-
tion. Defenders' onganisations must therefore develop extremely flexible fallback
plans and the ability to respond rapidly to unexpected events.

Drafting a securlty plan

It should not be difflcult to draft a securlty plan. Here Is a process In Just a few
stops:

1 -The components of the plan. A security plan Is almed at reducing your risk. It
will therefore have at least three objectives, based on your risk asseaament:
B
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* Reducing the level of threat you are experlencing.
* Reducing your vulnarabllitles.

+ Enhancing your capacities.
It could be useful if your security plan also includes:

- Preventive plans or protocols, to ensure routine work is done within secu-
rity standards, for example, how to prepare a public allegation or a visit to a
remote area.

» Emergency plans for deallng with specific problems, for example, a deten-
tlon or a dlsappearance.

2 - Responsibilities and resources for implementing the plan. To snsure that
the plan is implemented, security routines must be integrated into daily work
activities:

* Include context assessment and securlty polnts routinely In your agendas.

» Raglster and analyse sacurlty Incldents.
» Allocate responsibilitias.

= Allocate resources, i.e. time and funds, for security.

3 - Drafting the plan » how to begin. If you have done a risk assessment for a
defender or organlsatlon, you might have a long llst of vulnerablllties, several
kinds of threats and a number of capacitles. You can't reallstically cover
evarything at the same time. So where to begin? I’s very easy:

» Select a few threats. Prioritise the threats you have listed, be it actual or
potential ones, using one of these criteria: The most serious threat - clear
death threats, for sxample; OR the most probable and serlous threat - If
organlisations simllar to yours have been attacked, that Is a clear potentlal
threat for you; OR the threat which corresponds most with your
vulnerabilities - because you are more at risk of that specific threat.

+ List the vulnerabliitles you have which correspond wlth the threats
you have listed. These vulnerabliltles should be addressed first, but
remember that not all vulnerabliltles comespond with all threats. For example,
If you recelve a death threat, It may not be very useful to start securing the
cupboards in your office in the city centre {unless you can be easily attacked
in the office, which is usually not the case). It may be more ugeful to reduce
your axposure while commuting from home to the office or on weekends.
Securing the cupboards isn't unimportant, but that in itself probably won't
reduce your vulnerabllity to the death threat.

» List the capacities you have which correspond with the threats you
have llsted.

You are now in a position to address the selected threats, vulnerabilities and
capacities in your security plan, and can be reasonably sure that you will be able to
reduce your risk from the right starting polnt.
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Pleasse note that this Is an adhoc way of drafting a securlty plan. There are more
"formal” ways to do It, but thls method Is stralghtforward and makes sure you take
care of the most urgent security issues - provided your risk assessment is correct
- and end up with an "alive” and "real” plan at the end, and that's the important part
of security.

Coping with securlty challenges* S3tep by step securlty management

Sacurity management never ends and is always partial and selactive. This is
because:

+ There are limlts to the amount of Informatlon you can deal with - not all
factors affecting securlty can be grouped and treated simultaneously.

+ It is a complex process - time and affort are necessary to create awareness,
develop consensus, train people, deal with staff turnover, implement
activities, etc.

Securlty management Is pragmatic

Security management can rarely attempt a comprehensive, long-term overview. Its
contribution lies in the ability to prevent attacks and highlight the need for
organlisational strategles to cope wlth these. This may not seem very ambltlous,
but we must not forget that too few resources are usually allocated for securityl

When revlewlng a defender's or an organlsatlon’s securlty practlces you may
discover some sort of guidelines, plans, measures or patterns of behaviour
already in place. There will be conflicting forces involved, ranging from
stereotypical ideas about security practices to a reluctance to increase existing
workloads by Incorporating new sacurlty actlvities.

Securlty practice Is typlcally a fragmentad and Intultlve work In progress. Securlty
management should alm to make step by step changes to Improve performance.
Security rules and procedures tend to emerge from parts of an organisation
covering specific areas of work, such as logistics or a field team especially
concernad with its security, a manager under pressure by donor concerns about
sacurity, etc.

Step by step securlty management opens the door to Informal processes and
allows space for new practices to take root. Sudden events, such as securlty
Incldents, will prompt urgent, short-term declslons that, If properly managed, will
shape longer term security practices for the whole organisation.

implementing a securlty plan

Sacurity plans are important, but they are not easy to impleament. Implementation

is much more than a technical process - it is an organisational process. This

means looking for entry polnts and opportunitles, as well barrlers and problems.
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A security plan must be implemented on at least three levels:

1 The individual level. Each individual has to follow the plan in order for it

to work.

2 -The organisational level. The organisation as a whole has to follow the

plan.

3 +:The Inter-organlisational level. Some level of cooperatlon between

organisations Is usually Involved to malintaln security.

Examples of entry points and opportunities when implementing a security

plan:

+ Several minor security incidents have taken place in your own or another

organlsation and some staff members are worrled about It.

+ General securlty concems exlst because of the sltuatlon In the country.

+ New staff arrive and can be trained to start good security practices more

oasily.
+ Another organ Isatlon offers you securlty tralning.

Examples of problems and barriers to implementing a security plan:

+ Some people think more security measures will lead to an even greater

workload.
+ Others think the organisation already has good enough securlty.

+ "We haven’t got time for this stufff”

+ "0OK, let's make extra time to discuss security on Saturday morning, but

that's itl”

+ "We need to take better care of the people we Intend to help, not
ourselves.”

Ways of Improving the Implementation of a securlty plan

+ Take advantage of opportunities and entry polnts to face problems
and break through barriers.

+ Proceead step by step. There's no point in pretending that everything
can be done at once.

+ Emphasise the Importance of securlty to core work on behalf of
victims. Stress that the security of witnesses and family members is critical
to the effectiveness of core work and that this can best be managed by
integrating good security practices into all areas of work. Use examples in
training/discussion that demonstrate the potential negative impact of lax

soecurlty on witnesses and victims.

Eﬁl



http://www.cvisiontech.com/

L 2

A plan drafted by two "experts™ and presented to a whole organlsation Is
llkely to fall flat on Its face. In securlty, participation Is key.

¢+ A plan must be realistic and feasible. A long list of things to do before
every field trip will not work. Keep to the bare minimum necessary to ensure
security. This is another reason to involve those who really do the work - for
example, people who usually go on field trips.

¢+ The plan Is not a one=0ff document &t must be revlewed and updated
all the time.

+ The plan must not bs seen as "more work™, but as "a better way to
wor k", People must be made to see the benefits. for example, by avoiding
duplicate reporting. Make sure field trip reports have a security dimension,
make securlty Issues part of normal team mestlngs, Integrate securlty
aspects Into other tralning, etc.

+ Emphasise that security is not a parsonal choice. Individual decisions,
attitudes and behaviour that impacts on security can have consequences for
the seacurity of witnesses, family members of victims and colleagues. There
neads to be a collectlve commiltment to Implementing good securlty
practices.

+ Time and resources must be allocated to implemeanting the plan, as
sacurity cannot be improved by using peoplea’s fres tims. In order to be sasn
as "important®, security activities must be placed alongside other "important”
activities.

+ Everyone must be seen to follow the plan, especlally managers and
thosse responsible for other people’s work. There must be consequances for
individuals who persistently refuse to abide by the plan.

Possible elements to Include In a securlty plan
This "menu” lists detailed suggestions for elements to include in a security plan.

After doing a risk assessment, you can pick and mix these ideas to complete your
sacurity plan.

+ The organlzation's mandate, misslon and general objectlves.
+ An organlzatlonal statemant on sacurlty pollcy.

4+ Security should cut across all aspects of daily work: Context assessment,
risk assessmaent and incident analysis, as well as security evaluation.

+ How to ensure that all staff are properly trained in security to the neces-
sary level and that people's securlty responslibllities are passed on whean
they leave the organisation.

+ Allocation of responsibilities: Who is expected to do what in which
situations?

ﬂ
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+ How to handle a security crisis: Setting up a crizis committes or working
group, delegating responsibility for handling the media, communicating with
relatives, atc.

+ Organizatlonal securlty responsibliities: Planning, follow-up, Insurance,
clvil responsiblility, etc.

+ Individual security responsibilities: Always reducing risk, how to handle
free time or leisure activities, reporting and recording security incidents,
sanctions (some of these peoints could be included in work contracts, if
applicabla).

+ Organlzational policles on:

1- Rest, free time and stress management. 2- Serious incidents, such
as kidnapping, disappearance, personal injury, etc. 3- The security of
withasses. 4- Health and accident prevention. 5- Links with authorities,
security forces and armed groups. B- Information management and
storage, handling confldentlal documents and Informatlon.

7- Your own Image In relatlon to rellglous, soclal and cultural values.
8- Securlty managemsnt In offlces and homses (Including for visltors).

+ Prevention plans and protocols on:

1- Preparing fiseld trips. 2- Handling cash or valuables. 3- Commu-
nication means and protocel. 4- Vehicle maintenance. 5- Landmines. 6-
Reduclng the risk of getting Invelved In common crime, armed Incldents
or sexual attacks. 7- Reduclng the risk of accldents whean travelllng or
in risky areas.

+ Plans and protocols for reacting to security crises, such as:
1- Medical and psychological emergeancies {also in the fisld).

2- Attacks, Including sexual attacks. 3- Robbery. 4- Reacting when a
person does not show up when supposed to. 5- Arrest or detentlon. 6-
Kldnapping. 7- Flre and other accldents. 8- Evacuatlon. 9- Natural
disasters. 10- Legal or illegal searches or break-ins into offices or
homes. 11- If a person comes under fire. 12- If someone is Killed.

ﬂ
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sessing organizational

security
performance:
the security Wheel

Purpose

Examining the way you manage security.

Evaluating the extent to which securlty Is Integrated Into human rights
defenders’ work.

The securlty wheal

Let's begin with the easy bit: In order to turn properly, a wheel must be completely
round. Up to this peint there is no argument. But what happens if some of the
spokes are longer than others? The whesl would not bse completely round and
would therefore not function properly.

Something slmllar happens with securdty management In a group or organlsatlon.
If the main security components are not developed at the same time, the overall
securlty strategy can not be expected to work well. On this basis, you can skefch
a so-called “security whesl”. you can use it to examine the way you manage
sacurity, and evaluate the extant to which security is integrated into a group of
defenders’ work.

This evaluatlon can ba done as a group. You can list a2 range of Ideas about why
particular parts of the whesl have not been sufficlently developed, and suggest
lots of ways of solving these problems. Whan vou have llsted the possible
solutions, you can get to work and choose the cnes you want to use.

Once you have completed this evaluation of your security whesl, held on to the
result and the diagram. When you repeat the exerciss in a few months’ time, you
can then compare your ¢ld and new dlagrams and see polnt by polnt If things have
Improved or not.,
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The componsants of the securlty wheael

The securlty wheel has elght spokes, or components:

+ On=the=]ob experlence: Practlcal accumulated knowledge of securlty and
protectlon. Your point of departure and arrival.

+ Tralning. You can get security training on a ¢course or through your own
initiative during your daily work.

+ Awareness of and attltude towards securlty: Relates to whether each
Indlvidual and the whole organlsation really see protectlon and securlty as
nacessltles and are prepared to work towards ensuring them.

+ Planning: Planning capacity

o b
+ Assignment of 28
responsibilltles: o, 25
Who is responsible KNSR 58
for which aspects of ;’;off.g% 4 &
security and RO <&
protection? And in %
emergencles?
Analysing and Awareness of and

+ Degres of reattingio » atticude towards
ownership of security incidents SECLIFTY
sacurlty rules /
compllance: To
what degree are o8
people followlng d“({‘ - “,
the securlty rules S o o ™,
and procedures? Qa‘;a“@:‘o@? SE

o §&

53 11
+ Analysing and 'ﬁ
reacting to sacurity g

Incldents: To what degree

are security incidents
analysed? Does the organisation
respond appropriately?

for securlty and work. Planning
for protection.

+ Evaluating securlty and protectlon management: If yYour daily
work. as well as reactions to security incidents, are evaluated, this will
contribute to individuals’ and the organisations’ knowledge and experience.

Now that you are more famlllar with the components of the securlty wheel, try to
construct a dlagram adding more Informatlon. It could look something llke thls:
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THE SECURITY WHEEL AND ITS EIGHT COMPONENT PARTS,
OR SPOKES
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The securlty wheel I8 never perfect:

Some of Its parts are more developed than others. It Is therefore more useful
to examine the degree of development of each part. This way, you can
identify which types of action you should prioritize to improve your
protection and security. Each thin line going from the cantar outwards
lllustrates how developed thls component of the wheasl Is.
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Photocopy the whee! on paper or acetate and add cofor to the spaces between the
spokes. This will llustrate the roal shape of your group's or organizetion’s whee!l, and
malke if easier to sae which parts are more - and less - developed.
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If any of the wheel's eight components fail, you will have to determine;

What the problems are with this part of the wheel...

...and what the solutions to these problems ara. :h:, “-:
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aking sure Security rules

and procedures are
followed

Purpose

Thinking about what makes staff and organlsatlons unable or unwliling to
follow security plans and procedures, and finding appropriate solutions.

Security Iz everybody’s business

The Issue of whether people and organlisatlons actually follow securlty procedures
and rules is a complex one. It is perfectly possible to have a good security plan,
complete with preventive rules and emergency procedurss; you can place security
high on the agenda at all big meetings, etc, but people may still not follow the
organisation’s security rules.

This could seem Incredlble, glven that human rights defenders are constantly
under pressure and belng threatenad. But It happens.

If someone wants to know something about your work, they will not try to find out
from the most careful person in the organisation. Rather, they will try to get close
to someone who often gets drunk on Saturday nights. Similarly, if some-one wants
to give your organisation a fright, they probably will not assault a parson who has
taken all the necessary precautlons. Rather, they wlill probably target someona
who Is usually qulte careless about thelr own securty. Similarly, It could be that a
careful person is attacked because the careless person left the door open... The
point is also that one person’s carelessness can place everyone at greater risk.

This is why sacurity should be definad as an issus for the whole organisation, in
addition to the individuals it involves. If only three out of 12 people follow tha
gecurity rules, the whole organisation, including those who observe the rules, is
put at risk. If the sltuatlon Improves and nine people start followlng securlty
procedures, the risk I1s reduced. But the rlsk would stlll be much smaller If all 12
people followed the rules.

Securlty Is an Issue
for the whole organisatlon,
as well as for

the Individuals It Involves.

E.l
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Having a good security plan Is meaningless unless It Is belng followed. Let's be
realistic: Many people do not follow the rules or procedures. This lack of compliance
amounts to the difference between good intentions and real-life effectiveness. It is
nevertheless easier to confront this problem than its possible consequances.

Why don’t people Tollow security rules, and how can we avold this from the
outset?

First of all, the word “compliance” carries connotations of submissivensss and
docllity and should therefore be avolded. Feople only follow rules which they
understand and accept, because they can then make them thelr own. The key word
here is therefore “ownership”.

In order for a security procedure to be followed, everyone in the organisation has to
embracs it. This dossn’t happen instantly. In ordar for staff fo embrace a sacurity
procedure they must be allowed to participate in drawing it up and implemaenting it.
Tralning, understanding and acceptance of the procedure are also cruclal.

Table 1: The relatlonghip between Indlviduals and organisations In securlty terms
. APPROACH:
;PPRLDS;:" “THE INDIVIDUAL AND THE DRGANI-
CONCEPTEVERYONE MUST FOLLOW THE SATION HAVE AGREED ON THE
RULEZI RULES!"
APPROACH Rule-focusad Basad on organisatonal and per-

aonal security neads

TYPE OF RELATIGNSHIP RETWEEN \ .
THE INOIVIOUAL ANO THE ORGANI- | Normative or patemalistic Based on dialogusa

BATION

To observe an agreement, with
room for criticlsm and Improve-
¥ DO WE FOLLOW THE By obligation, to avold sanction or | Ment {pecause wa agrae with the

ULES? purpese/need, In order to help
expulzion protect our colleagues and the

people we work with/for)

RESPONSIBILITY FOR 3ECURITY Not shared Shared

\ESL
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Ownership is not just about “following rules®, but about establishing an
agreement about the rules that will make individuals follow them because they
understand them, see them as appropriate and effective, and feel they have a
personal stake in them. For this reason, the rules should also conform to individuals’
moral and eathlcal critera and baslc neads.

Ownershlp Is not about simply “following rules”,
but about respecting an agreement botween the organisation
and staff regarding securlty.

In order to maintain the agreement between staff members and the organisation
it is important that the Individual{s} responsible for securlty keep others
constantly Involved through brleflngs, reminders about aspects of the
agresment, and by asking for people’s oplnlons on how appropriate and effectlve
the rules are In practlce.

Such Involvemeant wlll however be of llttle value without an organlzational
culture of securlty which undempins formal and informal work procedures or
programmes.

The necessary basis for peopls to obsarve sacurlty rules and procedures
can be achleved through the following steps:

* Developlng an understanding that securlty Is Important for the protectlon
of victims, witnesses, family members and colleagues, to enable the core
work of the organization to continue.

= Developing and valuing an organisational security culture.
« Creatlng ownershlp of securlty rules and procedures.

= Making sure all staff participate in designing and improving security rules
and procedures.

« Training people in security issues.

= Making sure all staff are convinced about the approprlatenass and affec-
tlveness of securlty rules and procedures.

» Establishing an agreement between the organisation and individuals
about respecting security rules and procedures.

» Involving those responslble for securlty In brleflng and tralning psople; In
reminding staff of the terms of the agreement and asking thelr oplnlons on
how appropriate and affective the rules are in practice.

Why sacurlty rules and procedures ars not followad

There is no prototype of a human rights defender who doesn’t follow security
rules. Many people within an organisation often follow some rules but not others,
or observe the rules sporadically.

There are many posslble reasons why people don't observe the rules and
procedures. To change thls and ensure ownership, It Is Important to establish the
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causes and find solutions alongside the other people concerned. It will also be
usaful to distinguish betwean the different reasons peopls may have to not follow

the rules, because they will vary.
Some possible reasons for not observing security rules and procedurss:

Unintentlonal:

* The defender is unaware of the rules.
» Sfhe doesn't apply the rules properly. |

Intantional:
General problems:

«The rules are too complicated and difficult to follow.

* The procedures aren’t wlthin easy reach In the offlce or are presented In a

way that makes them difflcult to use day-to-day.

Individual problems:

» The rules are at odds with the individual's needs or interests and this
conflict hasn't besn resolved.

» The Indlvidual does not agree with some or all of the rules and conslders
them unnecessary, Inapproprlate or Ineffectlve based on personal
experience, previous information or training or because of personal beliefs.

Group problams:

» Most staff don’t follow the rules, or group ‘leaders’ sither don’t follow them
or don't do so enough, because there |s no organlsatlonal securlty culture.

» A general lack of motlvation at work can lead people to Ignore securlty rules.

Organisational problems:

» There aren’t sufficiant financial or technical resources to make it easy for

staff to follow ths rules.

* There's a gontradiction betwesn the rules and particular areas of work. For
example, rules have been established by those in charge of security but
ignored or not properly implemented by people working in programmes or

accounts. Some rules might suit one work area and contradict another.

» Staff have a heavy workload and limlted time, and don't prioritlse some or

all of the rules.

+ A general lack of motivation, arising as a result of stress, workplace
disputes, etc.

Organisational culture is both formal and informal, and must be developed not Just
In the organisatlon as a whole, but also In teams. A good organlsatlonal culture

will show slgns such as Informal chattling, Joking, partles, etc.

B
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Monltoring the observance of securlty rules and procedures

Direct monltoring:

Securty rules and procedures can be Incorporated In general work appralsals and
“check-lizsts"; as well az in meetings before and after field missions, in work
reports, on meeting agendas, etc.

Periodical reviews can also be carried out together with the teams in question, of
issues such as the safe-keeping of sensitive information., copies and security
manuals; of securlty protocols for visits to the organisatlion’s headquarters;
preparing to go on fleld mlsslons, and so on.

Indirect monitoring:

Asking people for their views about rulez and procedures, whether they are
appropriate and easy to follow, etc, can establish whether staff actually know
about the rules, whether they have been fully accepted or if there is disagreement
which should be dealt with. Staff use of the securlty manual and any exlsting
protocols and rules can also be reviewsed.

It Is very worthwhlle to complle and analyse along with the people or teams In
question, people’s opinions and evaluations of security rules and procedures. This
can also be done off the record/anonymously or via a third party.

Retrospective monltoring:

Security can be reviewsd by analysing security incidents as they arse. This must
be handled especlally carefully. Someone who has experlenced a securlty Incldent
might worry that It was thelr fault andfor that analysls wlll lead to sanctlons
against them. S/he might therefore be tempted to conceal it, leaving the incident,
or aspects of it, unreported.

Who does the monltoring?

Depending on the way the organisation operates, whoever is responsible for
organising security, specific areas of work within security, and managing any
security staff, will also be in charge of monitoring security.

What can we do If securlty rules and procedures aren’t belng followed?

1 -Establish the causes, find solutions and put them into practice. The list of
options in Table 1 above can be used as a guide,

2 -If the problem is intentional and only involves ons individual, try to
a -engage In a dlaloguse with the person to establish the cause(s) or
motlve.

b -work with the individual's whole team (this can sometimes be
inappropriate, depending on the case).
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¢ »apply a notice or warning system, so that the person is fully aware
of the problem.

d «use a system of gradual sanctions which could culminate in the
person belng sacked.

3 «Include a clause about observing security rules and procedures in all
work contracts, in order for all staff to be fully aware of how important this
is to the organisation.

In concluslon,

SOme may argue that a discussion of the reasons why people don’t follow
securlty rules Is a waste of time, as there are more urgent or Important things
to be done. Those of that opinion normally think simply that rules are to be
followed, full stop. Others are aware that the world doesn't always work that
way.

Whatever your oplnlon, we now Invite you to step back and

analyse the degree to which securlty rules and procedures are beilng
followed In the organlsatlon{s) where you work. The results could be
surprising and worth spending time on in order to avoid problems
further down the line...
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Improving security at work
and at home

Purpose
Assess security at work or at home.

Planning, improving and checking security in offices and homes.

Security at work and at home

Securlty at the organisation's headquarters or offlces and In staff members'
homes ls of fundamental Importance to human rights defenders’ work. We wlll
therefore go into some depth about how the security of an office or home can be
analysed and improved. {For the sake of simpliclly we will just refer to “offices”™
from now on, afthough the information below also applies to home security.)

General aspects of offlce securlty

Our aims in improving security can be summarised in three words: Prevent
unauthorised access. In rare cases it is also necessary to protect an office
against a possible attack (against bombing. for example).

Thls brings us to the first general conslderatlon - the vulnerabllitles of an offlce.
These sarve to Increase risk, depending on the threat you are facing. For exam-
ple, if you are at risk of someone stealing equipment or information, you must
remove your vulnerabilities accordingly. A night alarm is of little use if nobedy iz
going to come and chack what has happened. On the other hand, if there is a
violent break-in in daylight. reinforced railings on the doer or alarms wen't be
vary useful. In short, take measures according to the threats you face and the
context you are working In.

The vulnerabllities
of an office

must be assessed
in the light of
the threats you may face.
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However, it is important to find a balance between putting appropriate security
measures in place and giving outsiders the impression that something is being
“hidden® or “guarded”, because this can in itself put you at risk. In office security
you often have fo choose betwesn kesping a low profile or taking more obvious
measures If nesad ba.

The securlty
of an office
Is no greater than Its weakest point.

If somebody wants to gain entry without your knowledge, they won’t choose the
most difficult point of entry to do it. Remember that the sasiest way of gaining
access to an offlce and observing what goes on Inslde ls sometlmes simply to
knock on the door and go Inslde.

The office location

Factors to conslder when setting up an offlce are: The nelghbourhood; whether
the building is associated with any particular people or activities from the past;
accessibility on public and private transport; risk of accidents; how suitable the
building is for putting the necessary security measures in place, etc.

It Is useful to review which securlty measures are belng taken by others In the
nelghbourhood. If there are many, thils may be a slgn of an unsafe area, for
example, in respect of common crime. It is also important to talk to people in the
area about the local security situation. In any case, make sure security measures
can be taken without atfracting undue attention. It is also useful to get to know
local people as they can pass on information regarding anything suspicious going
on In the nelghbourhood.

It Is also Important to check out who Is your landlord. How Is thelr reputation?
Could they be susceptible to pressure from the authorities? will they be comfor-
table with you putting security measures in place?

The choice of office must take account of who neads to come to the office. An
office where victims come to sesk lagal advice will have different requiremeants to
an offlce which Is primarlly a place for staff to work. If Is Important to take account
of how easy It Is to get to by public transport, will It result In unsafe Journeys
between the area where staff llve, those where most work actlvitles take place,
etc. The surrounding areas must be evaluated, especially in order to avoid having
to travel through unsafe areas.

Once the location has besn selected, it is important to do periodical evaluations of
aspects of the locatlon which can vary, for example. If an 'undesirable slement’
movas Into the nalghbourhood.
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CHEcKLIST POR CHOOSI HG A GOOD OFFICE LOCATI ONH

Crime statlstics; closeness to potentlal targets of armed
attacks, such as mllitary or government Installations;
secure locations for taking refuge; other national or inter-
natlonal organisations with whom you have a relationship.

MEIGHBOURHOOD:

Type of people In the neighbourhood; owner/landlord,

RELATIONSHIPS: former tenants; former uses of the building.

One or several good access routes (the more, the better);

ACCESSIBILITY: accesslbllity by public and private transport.

BasiCc SERVICES: Water and electricity, phone.

STREET LIGHTING In the surrounding area.

SuscepTIBILITY TO Flres, serlous flooding, landslldes, dumplng of dangerous

ACCIDENTS OR  NATURAL |materlals, factorles with hazardous Industrlal processes,
rlzks: ofc.

Solldity of structures, facllity for Installing securlty
PHYSICAL STRUCTURE! equipment, doors and windows, perimeter and protection
barriers, access points (see below).

FoRr VEHICLES: A garage or at least & courtyard or enclosed sPace, with a
. parking barrler.

Third-party accesas to tha offica: Physlcal barrlers and visitor procedures

You now know that the primary purpose of office security Is denying unauthoriged
pecple access. One or gseveral people could enter to steal, acquire Information,
plant something which can later be used agalnst you, such as drugs or weapons,
threaten you, efc. Every case Iz different, but the alm remalns the same: Avoid if.

Access to a bullding Is controlled through physical barrlers (fences, doors,
gates), through technlical measures (such as alarms with lighting) and visitor
admisslon procedures. Every barrier and procedure is a fliter through which
anyone who wishes to galn access to the offlce must pass. ldeally, these fliters
should be comblned to form several layers of protection, capable of preventing

different types of unauthorised entry.
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Physical barriers

Barrlers serve to physlcally block the entry of unauthorised visltors. How useful
physlcal barrlers are depends on thelr solldity and abllity to cover all vulnerable
gaps in the walls.

Your office can have physical barriers in three areas:

1 :The external perimeter: Fences, walls or similar, beyond a garden or courtyard.

2 - The perimeter of the bullding or premlises.

3 . The Internal perlmeter: Barrlers which can be created wlthin an offlce to
protect one or several rooms. This Is partlculary useful In offlces with many
visitors passing through, as it allows for a separate public area and a more
private one which can be protected with additional barriers.

The external perimeter

The office should be surrounded by a clear external perimeter. possibly with high or
low fences, preferably solld and hlgh to make access more difficult. Rallings or
see-through wire mesh wlll make the organlsatlons work more vislble, and It Is
therefore better to have brick walls or similar.

The perimeter of the bullding or premlses

This includes walls, doors, windows and cailing or roof. If the walls are solid, all
the openings and the roof will also be solid. Doors and windows must have
adequate locks and be reinforced with grills, preferably with both horizontal and
vertical bars well embedded Into the wall. If there Is a roof, It should offer good
protection - not Just a simple sheet of zinc or a layer of illes. If the roof cannot be
reinforced, block all possible access to the roof from the ground or neighbouring
buildings.

In a location with a risk of armed attack, it is important to establish secure areas
within the office

The Internal perimeter

The same applles here as to the bullding or premlses. It Is very useful to have an
area with additional security inside the office, and this is usually very easy to
arrange. Even a safely deposit box can be considered an internal security
perimeter.

A note on keys

+ No keys should be vislble or accesslble to visltors. Keep all keys In a cup-
board or drawer with a simple comblnatlon lock which only astaff know the code
to. Make sure that the ¢ode Is changed from time to time for greater securlty.

+ If Keys are individually labelled, do not mark them with a description of the
corresponding room, cupboard or drawer, as this will make a robbery much
easier. Use number. letter or colour coding instead.
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Technlcal measures: Lighting and alarms

Technlcal measures strengthsn physlcal barrlers or procedures for admltting
for admitting visltors, such as spy holes, Intercoms and video cameras. This Is
because technical measures are only useful when they are activated to deter
Intruders. In order to work, a technical measure must provoke a particular
reaction, for sxample, attracting attention from neighbours, the police or a private
securlty flrm. If thils does not happen, and the Intruder knows that It won’t, such
measures are of llittle use and will be reduced to preventing petty theft or
racording the people who anter.

+ Lighting around the building (of courtyards, gardens, pavement) and on
landings is essential.

+ Alarms have several purposes, including detecting intruders and deter-ring
potential intruders from entering or from continuing to attempt access.

An alarm can actlvate a warning sound Inside the offlce; a sacurlty light; a ge-
neral, loud tone, bell or nolse; or a slgnal In an external securlty centre. An audlo
alarm is useful for attracting attention but can be counter-productive in conflict
situations or if you don't expect local residents or others to react to it. A careful
choice must be made betwesn an audio and light alarm {a fixed powerful light,
and an intermittent raed light). The latter can be snough to deter an infruder,
because It suggests that somesthing slse wlll happen following Inltlal detactlon.

Alarms should be Installed at access points (courtvards, doors and windows, and
vulnerable premises such as rooms contalning sensltlve Informatlon). The most
straightforward alarms are motion sensors, which activate a light, emit a noise or
activate a camera whan they detect movemasnt.

Alarms should;

« have a battery, so It can function during power cuts.

+ have a delay before It actlvates so It can be deactlvated by staff who might
set it off accidentally.

+ include an option for manual activation in case staff nesad to turn it on.
* be easy to Install and malntaln.
+ be easlly distingulshable from a flre alarm.

Video cameras

Video cameras can help improve admission procedures or record
people who enter the office. However, the recording must be made from a point
which is beyond the reach of an intruder. Otharwise intruders can break opsan the
camera and destroy the tape.

You may nesad to conslder whether cameras wlll Intimldate people you want to
come and visit you such as vicltims or witnesses, or wheather they will be seen as a
valuable commodity which will attract thieves. It is good practice to post a warning
notice if you are using a camera {the right to privacy is also a human right).
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Private securlty companles

This area requires great care. In many countrles, private securlty flrms are staffed
by ex-security force members. There are documented cases of such people being
involved in surveillance of, and attacks on, human rights defenders.

If you fesl you need to use a security company vou should ensure that you have a
clear agreement about what thelr personnel are allowed to do, and not allowed to
do on your behalf, and which parts of the bullding or offlce they can access. Of
course, you also must be able to monltor that these agreements are fulfllled.

Admlsslon procedure fllters

Physical barriers must be accompanied by an admisslon procedure “filter’. Such
procedures determine when, how and who gains access to any part of the office.
Access to sensitive areas., such as keys, information and money, must be
restricted.

The easlest way to galn entry to an offlce where human rights defenders work Is
to knock on the door and go Inslde. Many paople do this every day. In order to
reconcile the open character of 2 human rghts office with the need to control who
wants to visit you and why, you need appropriate admission procedures.

In general, people have a particular reason to want to enter or knock on your
door. They often want to ask a questlon or to dellver something, without neces-
sarlly asking permisslon first. Let's examine thls case by case:

Someone calls and asks for permisslon to enter for a particular reason You

should then follow three slmple steps:

1 « Ask why the person wishes to enter. If s/he wants to see somebody in
the office, consult the latter. If that person is not present, ask the visitor to
return at another time or to walt somewhere outslde the restricted offlce
area. It Is Important to use spyholes, cameras or entry phones to avold
having to open or apprcach a door, especlally If you want to refuse
someone entry or are facing violent or forced entry. It Is therefore good to
have a waiting area which is physically separate from the office's intemal
enfrance. If an easily acgessible public area is essential, ensure that there
are physical barrlers blocking accesas to restricted parts of the offlca.

Someone could request enfry In order to check or repalr the water or
electricity supply or carry out other maintenance work. S/he could also claim
to be a medla representative, a state officlal, etc. Always conflrm thelr
Identlty with the company or organlsation they clalm to be representing
before allowlng them entry. Remember that nelther a unilferm ner an Identity
card are guarantees of proper and secure identificatlon, especially in a
medium or high risk sltuation.
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2 »Declde whether or not to allow access. Once your visltor's reason for
entering has been established, you'll need to daclde whether or not to allow
them In. Just because someone states a reason for entering Isnt a good
enough reason to let them in. If you are not sure what their errand Is, don’t
allow access.

3 - Supervise visltors untll they leave. Once a visitor has entered the
offlce, make sure that someone ls supervising them at all times untll they
leave. It I1s useful to have a separate area to meet wlth visltors, away from
the restricted areas.

A record should be kept of every visitor with name, organization, purpose of
visit, who they met with, when arrlved, when left. This can be particularly
useful when reviewing what went wrong after a security incident.

Someone arrives or calls asking questions

Regardless of what a caller or visitor might say, you should under no clrcum-
stances tell them the location of a colleague or other people nearby, nor give
them any personal Informatlon. If s/he Is Inslstent, offer to leave a message, ask
them to come or call back later or make an appolntment with the person they wish
to see.

People can often show up mistakenly, asklng if s0-and-so lives there or If some-
thing is for sale, etc. Some also want to sell things, and beggars can come
looking for help. If you deny these people access and information. you will avoid
any security risk.

Someone wants to dellver an object or package

The risk you run with a package or aobject is that the contents could compromise
of hurt you, especially In case of a package or letter bomb. No matter how
innocent it may look. do not touch or handle a package until you have taken
these three simple steps:

1 . Check If the Intended reciplent Is expecting the package. It Is not
enough that the reciplent knows the sender, because the sender's Identlty
could easlly be faked. If the Intended reciplent Is not expecting a package,
s/he must check that the supposed sender has actually sent them some-
thing. If the package is simply addressed to your office, check who sent it.
Wait and discuss the issue before making a final decision.

2 + Declde whether or not to accept the package or letter. If you can’t
ostabllsh who sent the package, or If this wlll take tlme, the best optlon Is
not to accept It, especlally In a medlum or high rlesk environment. You can
always ask for it to be delivered later, or collect it at the post office.

3 -Kesp track of the package Inslde the offlce. Make sure you know where In
the office the package is. at all times until the recipient accepts it.
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During functions or partles

In these clrcumstances, the rule Is simple: Do not let anyone whom you don't
know first hand enter. Only peopls who are known to trusted colleagues should
enter, and only when that colleague is present and can identify their guest. If a
person shows up saying they know someone in the office who isn't thers, don't
lat them in.

Keeping records of phone calls and visltors

It may also be useful to keep a record of phone calls and phone numbers and —
keeping record of psople that vislt the organlzation {In some organizatlons, new
visltors are requested to present an ldentlty document and the organlzatlon
raglsters the numbaer of the document)

Working extra-hours at the office

There should be procedures for staff working extra-hours. Members of an orga-
nizatlon Intending to work extra-hours late at night should report by certaln
hours with another designated member, take special care when leaving the
premises, efc.

All staff members have a responsibility to take action against anyone who is not
properly obsarving the admission procedures. Thay should also make a note in
the security incidents book of any movements by suspicious people or vehicles,
The same applles to any object placed outslde the bullding, In order to rule out
the potentlal rlsk of a bomb. If you suspect a bomb, don't Ignore It, don't touch It,
and do ¢ontact the polica.

When moving offlces, of If Keys have beasn oat or stolen, It Is essential to change all the
Iocks In the entrance area, at the very Isaat.

Checkllst: General offlce securlty procedures

+ Provide flre extingulshers and flashlights {with replaceable batterles).
Make sure all staff members know how to uss them.

+ Provide an electricity generator if there is a strong possibility of power
cuts. Power cuts can sndanger sscurity {lights, alarms, telephonss, stc.),
particularly In rural areas.

+ Kesp a list handy of local emergency numbers for police, flire brigade,
ambulance, nearby hospitals for emergencles, etc.

+ If thare s a risk of confllct nearby, keap a supply of food and water In
reserve.

+ Establish the location of secure areas outside the office for emergencies
(for example, the offices of other organisations).

+ Nobody from outslde the organlsation must be laft alone In a vulnerable
area with access to keys, Informatlon or valuables.
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+ Keys: Never leave keys where visltors might have access to them. Never
*hide" keys outslde the offlce entrance — this makes them accesslble, not hidden.

+ Admlission procedures: Securlty barrlers offer no protectlon if a potentlal
intruder is allowed to anter the office. The main points to bear in mind are:

« All staff are equally responsible for visitor confrol and admission.
= All visltors must be accompanlad at all timeas while In the offlce.

4+ |f an unauthorised visitor is found In the office:

= Never confront someone who seems prepared to use violence to get
what they want (for example, if they are amed). In such cases, alert
colleagues, find a safe place to hide and try to get help from the police.

« Approach the person carefully or seek asslstance In the offlce or from
the police.

+ In high risk situations, always keep control of vulnerable things, such as the
information stored on a hard drive, in order to make them inaccessible or
remove them In case of an emergency evacuation.

+ Bear in mind that In case of confrontatlon with a potential Intruder, the
people worklng in the office are on the front line. Ensure that they have the
necessary training and support at all times to deal with any situatlon, and
without putting themselves at risk.

Regular Inspections of office security

Regular supservision or inspection of office securty is very important, because secu-
rity situations and procedures vary over time, for example, because aquipment
deterlorates or If there Is a high staff tumover. It s also Important to achleve some
sense of staff ownershlp of the offlce security rules.

The person responsible for security must carry out at least ons review of office
sacurity every slx months. With the help of the list below this can take as little as
one or two hours. The person In charge of securlty must ensure that staff feedback Is
sought before the final report Is written, and then present the securlty report to the
organisatlon In order for the necessary declsions to be made and for action to be
taken. The report should then be kept on file until the next security review.
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Security and women
human rights

defenders

Purpose

Looklng at the speclflc securlty needs of women human rights defenders.

The following attempts to cover some basic points about the specific neads of
women human rights defenders. This Is a toplec which requires more In-depth
analysls based on the practical experlences of womean human rights defenders.

Women as defenders of human rights

Women have always been important actors in the promotion and protection of
human rights however, their role has not always been positively acknowledged.
Woman work on their own and alongside msen in the defence of human rights1.
Many women belong to organisations working on behalf of disappeared people
and prisonears. Others defend the rights of minorlty groups or victims of sexual
violence, and others are trade unlonlsts, lawyers and campalgners for land rights.

Attacks on women human rights defenders

In her 2002 annual raport to the CommIission on Human Rights Hina Jllanl, UN
Secretary General's Epeclal Reprasentative on Human Rights Defenders states:

Women human rights defenders are on a par with thalr male
colleagues In putting themselves on the front line In the promotion and
protection of human rights. In doing so. however. as women, they face
risks that are spacific to their gender and additional to those faced by mean.
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In the first instance, as women, they become more visible. That is,
womsn defenders may arouse more hostility than their male colleagues
because as women human rights defendars they may defy cultural,
rellglous or soclal norms about femlninlty and the role of women In a
particular country or soclaty. In this context, not only may they face human
rights vlolatlons for thelr work as human rights defenders, but even more
0 because of their gender and the fact that their work may run counter to
societal stersotypes about women's submissive nature, or challenge
notions of the society about the status of women.

Secondly, It Is not unllkely that the hostllity, harassment and
repression women defenders face may themselves take a gender specific
form, ranglng from. for example, verbal abuse directed excluslvely at
womeh beacause of thair gender to sexual harassment and rape.

In this connection, women's professional integrity and standing in
society can be threatened and discredited in ways that are specific to
them, such as the all too familiar pretextual calling into question of their
problty when - for example - women assert thelr right to sexual and
reproductlve health, or to equality with men, Including to a life free from
discrimination and violence. In this context, for example, women human
rights defenders have been f{ried usihg laws crimihalizing conduct
amounting to the lagitimate enjoyment and exercise of rights protacted
under international law on spurious charges brought against them simply
bacause of thelr vlews and advocacy work Ih defence of women's rights.

Thirdly, human rights abuses perpetrated agalhst womean human
rights defenders can. in turn. have repercussions that are. in and of
themsealves, gender-specific. For example, the sexual abuse of a woman
human rights defender in custody and her rape can result in pregnancy and
sexually transmitted diseases, including HIV/AIDS.

Certain women-specific rights are almost exclusively promoted
and protected by womeh human rights defenders. Promoting and protecting
women's rights can be an addltlonal risk factor. as the assertlon of soms
such rights is sean as a threat to patriarchy and as disruptive of cultural,
religious and societal mores. Defending women’s right to life and liberty in
some countries has resulted in the life and liberty of women defenders
themselves being violated. Similarly, protesting against discriminatory
practlces has led to the prosecutlon of a promlnent women's rights
defender on charges of apostasy.

Factors such as age, ethnicity, educational background, sexual orientation and
marital status must also be taken into consideration, as different groups of women
defenders face different challenges and therefore have different protection and
security neads.

The assessment of protectlon needs of women defenders will help to clarlfy the
specific and often different needs, vulnerablliltles and coplng strategles of women
defenders. This way, thelr sltuatlons can be more adequately addressed In

emergency and day to day situations.
T0



http://www.cvisiontech.com/

Securlty for women human rights defsndsrs

Women human rights defenders are paying a heavy price for their work in pro-
tecting and promoting other people’'s human rights. Women defenders have to
confront risks which are specific to their gender, and their security therefore
requlres a speclflc approach. Here's a llst of causes for thls:

Women may attract unwanted attention.

Women defenders may provoke hostility because being both a woman and a
human rights defender could defy local cultural, religious or social norms about
femininity and women’s role. Women defenders could therefore face human
rights violations not just baecause of their work, but simply because being a wor-
king woman, or a defender, can challenge a society's stereotypes about women’s
gubmisslve nature and Ildeas about thelr status.

Women defenders may have to break patriarchal laws and social taboos.

In some countries, defending women's right to life and libarty has resulted In the
life and llberty of women defenders themselves belng vlolated. Simillarly,
protesting agalnst discriminatory practices has led to a prominent women's
rights defender baing prosecuted on charges of apostasy. In many cultures, the
requirement that women should defer to men in public can be an obstacle to
women publicly questioning human rights violations carried out by men. Certain
discriminatory or sexlst Interpretations of rellglous texts are also often used to
malntaln or astabllsh laws or practlces which have a major Influence on women's
rights.

There are speclfic forms of attack agalnst women defendsrs.

The hostllity. harassment and repression women defenders face may be gender-
speclfic, ranglng from verbal abuse directed excluslvely at them to sexual
harassment and rape. The consequences of such attacks can also be gender-
specific, such as pregnancy and social rejection.

Women defendars may come under pressure to “prove” their Integrity;

Women’s professionalism and standing in society can be threatened and discre-
dited in ways that are specific to them, such as their integrity being called into
quaestion.

Male colisaguses may not undsrstand, or could even reject, women
defenders’ work:

Male colleagues of women human rights defenders can have the same soclal
prejudices as outsiders who attack women defenders. Men could also fael threa-
tened by professional competition from a woman. This can result in attempts te
marginalise or undermine women human rights defenders and can sometimes
rasult in harassment and violence against women defenders by their colleagues.
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Women defenders could experlence domestic violence:

Domestic violence can result from changing power structures within a family. A
woman defender's growing profassional role and empowarmeant could make har
husband, pamtner or other famlly members feel threatened and lead him/her to
try to stop har actlvitles or bacome violant. Domestic violence agalnst women
Includes all physlcal, sexual and psychologlcal harm which occurs within the fa-
mily, such as battering, marital rape, female genital mutilation and other
traditional practices which are harmful to women .

Additlonal famlly obligations:

Many women defenders have to take care of children and other relatives, in addi-
tion to their other work. Such responsibilities, especially if involving young
children, will influence many of the security decisions a woman defender may
have to make in a high risk situation.

Moving towards better securlty and protaction for women human rights
defenders

It Is Important to recognlse that women defenders constliute a wlde range of
individuals who face different problems, have diffarent backgrounds and require
different solutions. The most important point to remember is that, in any given
sacurity situation, women are human rights defenders who can identify problems
and find appropriate solutions. In order to do this. a combination of mainstrea-
ming women’s particlpation, ensurlng gender speclfic securlty lssues are
addressed and providing tralning Is necessary:

Malnstreaming women's particlpation

In a nutshell, this means ensuring full participation by women alongside men in
decision-making; putting women’s security issues on the agenda, and placing
women on a par with men in the process of taking security precautions. It is
important to include women's experiences and perceptions and to ensure that
women are deflning securlty rules and procedures, as well as monltoring and
evaluating them.

Ensuring gender specific security and protection needs are addressed

As with other security needs, assigning responsibllitles for addressing gender-
based violence and securlty rlsks of women defenders Is very Important within
any defender organisation or group. ldeally the individuals responsible for security
will have a good understanding of the specific needs of women defenders. It may
sometimes be necessary to identify someone selse who can bring in specific
knowledge and understanding to the issue. For example. one parson might ba in
charge of securlty, but the organisatlon later decldes to appolnt a person with
the tralning and skllls to be a focal polnt for gender-based violenca. In such
cases, both people must work closely together to ensure that all security
procedures run smoothly and respond to people's different needs.
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Tralning

Trainlng for all those working together in 2 human rlghts organlzation is key to
Improving securlty and protectlon and should Include developlng awarenessa
about the speclfic needs of women defenders.

Gender- based
violence is always
underreported.
A general
awareness about
gender-based
violence within
the organlsation

s | N SUMMary,

easler for people

togteanL:rt:sgezllflI; Differences in women's securlty needs are

threats or linked to thelr dlfferent roles, to dlfferent
incidents. Wllling staff | kinds of threats, and to differences betwean
members can also | speclflc situatlons {such as detention, field
serve as “entry- work, et¢.) The alm Is to develop gender-
points” for women | ggnsitlve responses to vlolence against

a"fw':‘;::::et’gdf?nrg women and other defenders.

solutlons to
gender-based
threats or violence
agalnst them or
others In the
organlsation or
community.

Sexual assaults and personal securlty

The preventlon of a sexual assault can be simllar to that of other attacks,
especlally those assoclated with common crime. Sexual assaults can take the
form of repression of defenders' work. and victims can either be pre-selaected or
opportunistlc targets.

Everyonse - male and female - Is a potentlal victim of sexual asaault, but women
are more frequent targets. Sexual assault Is a crime of power and vlolence, and
soxual contact Is |Just another way for the attacker to demonstrate hls or har
power over the victim.

Remember that in many cases women taken to a different location with a potentlal
aftacker are raped (and beaten or even kllled): Thus women should always make
a strong and definite declsion not to go wlth a potential attacker to another
locatlon {probably unless such a refusal would seversely sndangsr her life or the

life of others).
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Reacting to a sexual assault

The optlons for response to a sexual assault are limited and strictly up to the
victim. There is no right or wrong way to react. In all cases, the primary
objective is to survive. The options available to the victim of a sexual assault can
include doing the following:

1 -Submlt. If the victim fears for his or her life, they may choose to submit
to the crime.

2 - Passlve resistance. Do or say anything dlatasteful or dlsgusting to ruln
the attacker's desire for sexual contact. Tell him you have AIDS, diarrhea,
make yourself vomit, etec.

3 . Actlve resistance: Try any typs of physical force you can muster to
fight off the attacker, such as striking, kicking, biting, scratching, shouting
and running away.

In all cases, do whatever you must to survive. Go with your Instincts. No one
knows how they wlll react In such a sltuatlon and your way to react wlll be right
for you and the given situation.

After a sexual assault

All human rights defender organisatlons and groups should have pres
ventlve and reactlve plans In place to deal with sexual assaults. The reactlve
plan should Include, at the wvery least, providing the victim with effective
healthcare, Including psychologlcal care, {check Immedlatsly and regularly
for sexually-transmitted diseases, day-after pill, atc) and legal care.

A careful balance must be struck between ensuring the victlm has access
to the relevant speclallst support and ensuring the organization reacts In
an appropriately supportlve way.
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THE DECLARATION ON THE ELIMINATION OF YVIOLENGE

AoainsT WOMEN {(1993) DEFINES VIOLENCE AGAINST
WOMEHN AS:

Any act of gender-based violence that results in, or is
likely to result in, physical, sexual or psychological harm
or suffering to women, including threats of such acts,
coerclon orarbltrary deprivation of Illberty, whether
occurring In public or In private life. (Article 1)

Violence against women shall be understood to encoms-
pass, but not be limited to, thefollowing:

a) + Physical, sexual =and psychological
violente occurring in the family, including
battering, sexual abuse of famale children In
the house-hold, dowry-related vlolence,
marital rape, female genital mutilation and
other traditional practices harmful to women,
non-spousal violence and violsnce related to
exploitation.

b) + Physical, sexual and paychological
violence occurring within the general
communlty, Including rape, sexual abuse,
sexual harassment and intimidation at work, in
educational institutions and elsewhere,
trafficking in womean and forced prostitution.

¢) - Physical, sexual and psychological
violance perpetrated or condonad by the Stats,
wherever It occurs. (Article 2)
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ecurity in areas of armed
conflict

Purpose

Reducing the risks Inherent in areas of armed confllet.

Risk In conflict sltuatlons

Working in conflict areas exposes human rights defenders to specific risks, espe-
cially in armed conflict situations: Many of the current killings of civilians are due to
indiscriminate war making practices, and many others are due to the fact than
clvillans are directly targeted, and we need to recognlzed thls as such. Polltlcal
actlon Is always neadead to highllight this and try to put a halt to It.

Although You cannot exert any control over ongoing military action, you can adapt
your behaviour in order to prevent being affected by the conflict or to react
appropriately if something happens.

If you are established in an area where amed action occurs regularly, you will
probably have developed many of the contacts necessary to protect yourself. your
famlly and the people you work with while you try to contlnue working.

However, If you are working In an armed confllct area where You are not based,
you must keap thrae things In mind from the start:

a »What level of risk are you prepared to accept? This also
appliss to the individuals/organisation you are working with.

b - Do the benefits of You being in the area outweigh the risks?
Long-term human rights work cannot be sustalned at the cost of
greater exposure to high risk.

¢ - 3Ilmply ‘knowlng the area’ or 'knowing a lot about weapons’
wlll not protect you if you are fired at or come under mortar or
sniper attack.
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The risk of comlng under flre
Types of fire

You can be expossed to rifle and machlne gun flre, mortars, rockets, bombs and
misslles from land, alr or sea. Flre can be more or less targeted, ranging from a
sniper or hellcopter In good vlislbllity to directed mortars or artlllery barrage. It
can also be of the saturatlon varlety, Intended to ‘pulverise’ an entire area.

The more targeted the fire is, the less risk you mun - as long as the fire Is not
directed at vou, the general area you are in or a neighbouring area. In such
cases the risk diminlshes If you can withdraw. In any event, remember that If
you come under fire, It will be difflcult to know whether you are being
targeted or not. Establishing this Is not a prlority,

Taking precautlons: Reducing your vulnerabliity to fire

1 -Avold dangerous places

In combat or terrorist action zones, avoid being based, having an office or
remalning for long near a possible target of attack, such as a garrlson or
telacommunlcations Installation. The same applles to strateglc areas such
as approaches to and exlts from urban areas. alrports or vantage polnts
controlling the surrounding area.

2 -FInd adequate protection from attack

Glags flying from nearby windows is one of the main causes of injury.
Boarding up windows or covering them with adhesive tape can reduce the
risk of this happening. In case of attack. move away from windows and sesk
immediate protection on the floor, under a table or preferably in a central
room with thick walls, or. even better, In 2 basement.

Sandbags can sometlmes be useful, but only If other bulldings are equipped wlith
them too - otherwlse you risk attracting unnecessary attentlon.

If there Is nothlng else available, the floor or any depresslon in the ground
can offer at least partlal protection.

A simple brick wall or car door will not protect you from rifle or heavier
weapons fire. Shelling and rockets can klll at ranges up to several kllome-
tres, so that you don’'t need to be very close to where the fighting Is to be
hit.

Bomb or mortar explosions can damage your ears: Cover them with both
hands and open your mouth partially.

Obvious identification of your headquarters. location or vehicles can be
useful, but be aware that this only applles where attackers usually
respect your work. If this Is not the case, you wlll be exposing yourselves
unnecessarlly. If you wish to Identlfy yourselves, do so with a flag or

colours and signals on walls and roofs
&
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3 -Travelling in vehicles

If you are In a vehlcle that Is belng flred on directly, you can try to evaluate
the sltuation, but making an accurate assessment In thls sltuation Is very
difficult. In general, it is useful to assume that the vehicle is or will be a
target, and that the cerrect thing to do, therefors, Is to get out and sesk
cover Immedlately. A vehicle is a clear target. It is vulnerable, and exposes
you to injuries from flying glass or exploding fusel tanks, in addition to direct
flre. If the fire Is not too closs, try to contlnuse travelling In the vehicle untll
you can take cover somewhere close at hand.

Landmines and unexpleded ordnance {UX0)

Landminas and unexploded ordnance pose a serlous threat to clvlllans In amfmed
confllct areas. They can take differsnt forms:

+ Mines:

+ Anti-tank mines are laid on roads and tracks and will destroy a
normal vehicle.

» Antl-personnal mines are smaller and can potentlally be found In any
place where people are supposed to pass through. Most anti-personnel
mines are buried in the ground. Do not forget that people planting
minas in a road may also mine the fislds next to it and smaller paths
nearby.

+ Booby-traps:

» Booby traps are small explosives hidden in an object that looks
normal or attractive, (with colours, for example), that explode when
touched. The term is also used for mines linked to an object that can be
moved or activated {anything from a dead body to an abandoned car).

+ Unexploded ordnance:

* This refers to any type of ammunition which has been fired but has
not exploded.

Preventlon agalnst mines and unexploded ordnance

The only way to avoid mined areas is to know whare thay are. If you are not based
In or living In the area, you can only establish the location of mineflelds by
contlnually and actively asking local Inhabltants, or experts on the subject, If
explosions or combat have occurred in the area. It is befter to use asphalted
highways, passable roads in regular use, and follow in the tracks made by other
vehicles. Do not leave the highway, not even onto the kerb or hard shoulder,
wlth or without the vehlcle. Mines or other unexploded ordnance can remain
hidden and actlve for years.
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Unexploded ordnance can appear in any area where combat or firing has taken
place, and can bs vislble. The golden ruls Is: Do not approach I, do not touch
It, mark the spot If you can, and make It known Immedlately.

Booby traps are normally found In areas which combatants have withdrawn from,
In these areas it is imperative to not touch nor move anything and to stay away
from abandoned buildings.

If a mine explodes underneath a nearby vehlcle or person

Thera are two golden rules:

+Where there is one mine, there will be more.
+Never act impulsively, even though there may be people with injuries.

If you have to withdraw, retrace your steps if they are visible. If you are trave-
lling in a vehicle and suspect there may be anti-tank mines, abandon the
vehicle and withdraw by walking back along the whesl tracks.

If walking towards a victim or withdrawing from a mined area, the only way of
doing so is to kneel or lie down and start prodding the ground by sticking a
prodder {a very thin plece of wood or metal) carefully Into the soll at a 30 degree
angle, gently feesling for any hard objects. If you comse upon a hard object, clear
the side of it very carefully until you can see what it is. Mines can also be
triggered by trip wires. Do not cut wires if you find any.

All of this can, of courss, take a considerable amount of time
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Security o
communication

and information
technology

Purpose

The hugs gaps In Informatlon technology which exlst throughout the world also
affect human rights defenders. Thls chapter focuses malnly on Information
technology — i.e. computers and the internet'. Defenders without access to com-
puters or the internet may not find some of the contents relevant now. Instead,
they urgently nead the necessary means and training to use information
technology in the defence of human rights.

Moblle phones

All phane calls can be listened into if the listener has enough technological capas
city. No phone call ¢can be assumed to be secure. Analogue mobile phones are
much less secure than digital mobile phones, and both are much less secure than
land lines.

Both your location and your conversations can be picked up through cellular
survelllance. You dont have to be talking for your locatlon to be tracked — this can
be done anytime your moblle phone |18 swltched on.

Do not keep information such as sensitive names and numbers in your phone’s
memory. If your phone is stolen, this information can be used to track down and
implicate people you want to protect.

Physical securilty of Information In the offlce

Kesp the office locked at all times, including doors and windows. Use keys that
require specific authorisation to be copied and keep track of all copies. Do NOT
glve keys to third partles, even malntenance and cleaning staff. and make sure
you or someone you trust Is always present when third partles are In the office. If
this Is not possible. make sure you have a room with limlted access where
vulnerable files are kept. Consider locking all office doors and leaving non-
confidential waste outside in the hallway at night.

Use a cross=cut shredder for anything confidential. Strip shredders are mostly
useless. For disposing of particularly confidential material, consider burning the
shreddings, pulverizing the ashes and flushing the ashes down the tollet.
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Baslc computer and flle securlty

Lock computers away when leaving the office, if possible. Turn computer screens
away from the windows.

Uss surge protectors for all powsr outlets (variations in the slectrical current can
damage your computer).

Kesp back-up Informatlon, Including paper flles, In a secura, separate locatlon.
Make sure your back-ups are secure by keeping them on an encrypted computer
hard drive with a secure data back-up organisation, or secured by sophisticated
physical locks.

To reduce the risk of someons accessing your computer, passphrase-protect your
computer and always shut off your computer when you leave It.

Encrypt your flles In case someone doas access your computer or bypasses your
passphrase protactlon.

If your computer is stolen or destroyed, you will still be able to recover your files if
you have created a secure back-up every day. Keep the encrypted back-ups away
from your office in a safe place.

Erased files cannot be reconstructed if you have wiped them using PGP Wipe or
another utllity, Instead of Just placing them In the computer s trash or racycle bin.

Your computer can be programmed to send out your flles or otherwlse make you
vulnerable without your knowledge. To avoid this, buy your computer from a
trusted source, flatten the computer {i.e. reformat the hard drive) when you first
get it, and then only install the software you want. Only allow trusted technicians to
sarvice your computer and watch them at all times.

Internet security problems

Your emall does not fly directly from your computer to the Intended reclplent's
computer. It goes through several nodes and leaves behind [nformation as It
passes. It can be accessed all along the path (not only in/from your country!f}

Someone could be looking over your shoulder as you type. This is especially
problematic in internet cafes. If you are connected to a network, your email may
be accessible to everyone else in the office. Your system administrator may have
speclal adminlstratlve privileges to access all em alls.

Your Internet service provider (ISP) has access to your emalls, and anyone with
influance over your ISP may be able to pressure it into forwarding them copies of
all your em ails or to stop certain em ails from getting through.

As thoy pass through the Interneat, your amalls flow through hundreds of Insacure
third-partles. Hackers can access emall messages as they pass. The ISP of your
intended recipient may also be vulnerable, along with the network and office of
your intended recipient.
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Baslic Internet securlty

Viruses and other problems, such as TroJan Horses or TroJans, can come from
anywhere; aven frlands may unknowlngly spread viruses. Use a good antl-vlrus
program and keep up-to-date with automatlc online updating. New virusaes are

conhstantly being created and discoverad

Viruses are usually spread through emails, so practice safe emailing
Viryses are single programs desighed to replicate and may or may not be malig-
nant. Trojans are programs designed to give a third party {or anyonel) access to
your computer.

An emall address can be “spoofed” {faked) or used by someons other than the
true owner. This canh be done by obtalnlhg access to another person’s computer
and password, by hacking into the service provider, or by using an address that
appears to be the specific person’s address. For example, by exchanging the
lowsrcasse “I" with the number “17, you can create a similar address and most
people wlll not notlce the difference. To avold belng fooled by a spoof, use mea-
ningful subjact llnes and perlodically ask quastlons that only the true person could
answer. Conflrm any susplclous requests far Informatlon by followlng It up through
another form of communication.

Baslc safe emalling

These are safe emall practices which you and all your frlends and assoclates
should follow. Let them know that you will not open their email unless they
practice safe emailing.

1-NEVER open an email from someohe you don't know.

2 « NEVER forward an email from someons you don’t know, or which
orlginated with someane you don’t know. All those “think happy thoughts® em
alls that people send around could contaln viruses. By sending them to your
frlends and assaclates you may be Infecting thelr computers. If you llke the
sentiment enough, retype the message and send it out yourself. If refyping it
is not worth your time, it's probably not that important 2 message.

3 +NEVER download or open an attachment unless you know what It contalns
and that it is secure. Turh off automatic download options in your amail
program. Many viruses and Trojans spread themselves as “worms™ and
modern worms often appear to have besn sent by someons you know. Smart
worms scan your address book, especially if you use Microsofi Qutiook or
Qutlook Express, and repllicate by masquerading as legltimate attachments
from legitimate contacts. PGP signlhg your em alls, both with and without
attachments, can greatly reduce confusion over virus-free attachments you
send to colleagues (PGP is a software to encrypt inform a - tion, please see
bslow under “Encryption™)

4 « DON'T use HTML, MIME or rich text In yvour emall - only plain text.
Enriched em alls can contaln embadded programs which could allow access or
damage your computer files.

s+ If using Outiook or Outiook Express, turn off the preview screen option.
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6 + Encrypt your email whenever possible. An unencrypted email is like a
postcard that can be read by anyone who sees it or obtains access fo it. An
encrypted email is like a letter in an envelope inside a safe.

7 » Use meaningful subject lines so the reader knows that you intended to
send the masaage. Tell all your frlends and colleagues to always say aome-
thing personal In the subject line so you know they truly sent the message.
Otherwize someone might be spoofing them, or a TroJan might have sent out
an infected program to their entire mailing list, including you. However, don't
use subject lines that give away secure information in encrypted em ails.
Remember, the subjact line is not encrypted and can give away the nature of
the encrypted mall, which can trlgger attacks. Many hacking programs now
automatically scan and copy emall messages with “Interesting® subjects such
as "report®, "confidential® "private” and other indications that the message ia
of interest.

8 + NEVER send email to a large group listed in the “To” or “CGC” lines.
Instead, send the message to yourself and include everyons else’s name in
the "bce” lines. This s common courtesy as waell as good privacy practice.

Otherwise, you are sending MY amail address to people | don't know, a
practlce that Is rude, offenslve and potentlally both frustrating and
dangerous.

g8 . NEVER respond to spam, even to request to be taken off the list. Spam
servers send email to vast hoards of addresses and they never know which
ones are “live” — meaning that someons is using the email address actively.
By responding. the server recognizes you as a “live” account and you are
likely to recelve even more spam as a result.

10 - If posslble, keap a separate computer, not connacted to any other, that
accepts general emalls and contalns no data flles.

@l



http://www.cvisiontech.com/

The UN Declaration on Human Rights Defenders

UNITED
NATIONS

‘

General Assembly

Distr. GENERAL
A/RES/53/144 8 March 1999

Fifty-third session
Agenda item 110 (b)

RESOLUTION ADOPTED BY THE GENERAL ASSEMBLY
[fon the report of the Third Committee (4/53/625/4dd.2)]

53/144. Declaration on the Right and Responsibility of Individuals,
Gromps and Organs of Seciety to Promote and Protect

Universally Recognized Human Rights and Fundamental
Freedoms

The General Assembly,
Regfirming the importance of the observance of the purposes and principles of the

Charter of the United Nations for the promotion and protection of all hyman rights and fun-
damental freedoms for all persons in all countries of the world,
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Taking note of Commission on Human Rights resolution 1998/7 of 3 April 1998, in
which the Commission approved the text of the drafi declaration on the right and responsi-
bility of individuals, groups and organs of society to promote and protect wmiversally
recognized human rights and fundamental freedoms,

Taking note also of Bconomic and Social Council resolution 1998/33 of 30 July 1998, in
which the Council recommended the draft declaration to the General Assembly for adoption,
Conscious of the importance of the adoption of the draft declaration in the context of the
fiftieth anmiversary of the Universal Declaration of Human Rights,>

1. Adopts the Declaration on the Right and Responsibility of Individuals, Groups and
Organs of Society to Promote and Protect Universally Recognized Human Rights and
Fundamental Freedoms, annexed to the present resohtion;

2. Invites Governments, agencies and organizations of the United Nations system and
imtergovernmental and non-governmental organizations to intengify their efforts to dissemi-
nate the Declaration and to promete universal respect and understanding there of, and
requests the Secretary-General to include the text of the Declaration in the next edition of
Human Rights: A Compilation of International Instrianents.

85th plenary meeting 9 December 1998

Declaration on the Right and Responsibility of Individuals, Groups and Organs of
Society to Promote and Proteet Universally Recognized Human Rights and
Fundamental Freedoms

The General Assembly,

Reafirming the mmportance of the observance of the purposes and principles of the
Charter of the United Nations for the promotion and protection of all human rights and fun-
damental freedoms for all persons in all countries of the world,

Reqfirming also the importance of the Universal Declaration of Human Rights® and the
International Covenants on Human Rights3 as basic elements of international efforts to pro-
mote universal respect for and observance of human rights and fundamental freedoms and the
importance of other human rights instruments adopted within the United Nations system, as
well as those at the regional level,

Stressing that all members of the international community shall fulfil, jointly and sepa-
rately, their solemm obligation to promote and encourage respect for human rights and fum-
damental freedoms for all without distinction of any kind, including distinctions based on
race, colour, sex, language, religion, political or other opinion, national or social orign,
property, birth or other status, and reaffirming the particular importance of achieving inter-
national cooperation to fulfil this obligation according to the Charter,

1 See Oficial Records of the Economic and Soclal Council, 1998, Supplement No. 3 (Ef19938/23), chap. 11, sect. A.

2 Resohution 217 A (III).
3 Resolution 2200 A (XXI), annex.
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Acknowledging the important role of international cooperation for, and the valuable work
of individuals, groups and associations in contributing to, the effective elimination of all
violations of human rights and fundamental freedoms of peoples and individuals, including in
relation to mass, flagrant or systematic violations such as those resulting from apartheid, all
forms of racial disctimination, colonialism, foreign domination or ocoupation, aggression ot
threats to national sovereignty, national unity or territorial integrity and from the refusal to
recognize the right of peoples to self-determination and the right of every people to exercise
full sovereignty over its wealth and natural resources,

Recognizing the relationship between intemational peace and security and the enjoyment
of human rights and fundamental freedoms, and mindful that the absence of international
peace and security does not excuse non-compliance,

Reiterating that all human rights and fundamental freedoms are universal, indivisible,
interdependent and interrelated and should be promoted and implemented in a fair and equi-
table manner, without prejudice to the implementation of each of those rights and freedoms,

Stressing that the primwe respongibility and duty to promote and protect human rights and
fundamental freedoms lie with the State,

Recognizing the right and the responsibility of individuals, groups and associations to
promote respect for and foster knowledge ofhm:nan rights and fundamental freedoms at the
national and international levels,

Declares:

Article I

Everyone has the right, individually and in association with others, to promote and to
sirive for the protection and realization of human rights and fundamental freedoms at the
national and international levels.

Article 2

1. Each State has a prime responsibility and duty to protect, promote and implement all
human rights and fundamental freedoms, infer alia, by adopting such steps as may be ne-
cessary to create all conditions necessary in the social, economic, political and other fields, as
well as the legal guarantees required to ensure that all persons under its jurisdiction, indi-
vidually and in associgtion with others, are able to enjoy all those rights and freedoms in

practice.

2. Each State shall adopt such legislative, administrative and other steps as may be neces-
sary to ensure that the rights and freedoms referred to in the present Declaration are

effectively guaranteed.
Article 3

3. Domestic law consistent with the Charter of the United Nations and other international
obligations of the State in the field of human rights and fundamental freedoms is the juridical
framewotk within which human rights and fundamental freedoms should be implemented and
enjoyed and within which all activities referred to in the presemt Declaration for the
promotion, protection and effective realization of those rights and freedoms should be

conducted.
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Article 4

Nothing in the present Declaration shall be construed as impairing or contradicting the
purposes and principles of the Charter of the United Nations or as restricting or derogating
from the provisions of the Universal Declaration of Human Rights,” the International
Covenants on Human Rights® and other international instruments and commitments applica-
ble in this field,

Article 5
For the purpose of promoting and protecting human rights and fundamental freedoms,
everyone has the right, individually and in association with others, at the national and inter-
national levels:
(a) Tomeet or assemble peacefully;
(b) To form, join and participate in non-governmental organizations, associations or
groups;

{¢) To communicate with non-governmental or intergovernmental organizations.

Article 6
Everyone has the right, individually and in association with others:

(a) To know, seck, obtain, receive and hold information about all human rights and
freedoms, including having access to information as to how those rights and
freedoms are given effect in domestic legislative, judicial or administrative systems;

(b) As provided for in human rights and other applicable international instruments,
freely to publish, impart or disseminate to others views, mformation and kmowledge on all
human rights and fundamental freedoms;

(c) To study, discuss, form and hold opinions on the observance, both in law and in

practice, of all human rights and fundamental freedoms and, through these and other appro-
priate means, t0 draw public attention to those matters,

Article 7

Everyone has the right, individually and in association with others, to develop and dis-
cuss new human rights ideas and principles and to advocate their acceptance.

Article 8

1. Everyone has the right, individually and in association with others, to have effective
access, on a non-discriminatory basis, to participation in the government of his or her country
and in the conduct of public affairs,
2. This includes, inter afia, the right, individually and in association with others, to submit
to governmental bodies and agencies and organizations concerned with public affairs
criticism and proposals for improving their functioning and to draw attention to any aspect of
their work that may hinder or impede the promotion, protection and realization of human
rights and fundamental freedoms,
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Articie 9

1. In the exercise of human rights and findamental freedoms, including the promotion and
protection of human rights as referred to in the present Declaration, everyone has the right,
individually and in association with others, to benefit from an effective remedy and to be
protected in the event of the violation of those rights.

2. To this end, everyone whose rights or freedoms are allegedly vielated has the right,
either in person or through legally authorized representation, to complain to and have that
complaint promptly reviewed in a public hearing before an independent, impartial and com-
petent judicial or other authority established by law and to obtain from such an authority a
decision, in accordance with law, providing redress, including any compensation due, where
there hag been a violation of that person’s rights or freedoms, as well as enforcement of the
eventyal decision and award, all without undue delay.

3. To the same end, everyone hag the right, individually and in association with others,

inter alia:

(a) To complain about the policies and actions of individual officials and governmental
bodies with regard to vielations of hvman rights and fundamental freedoms, by petition or
other approptriate means, to competent domestic judicial, administrative or legislative
authorities or any other competent authority provided for by the legal system of the State,
which should render their decision on the complant without undue delay;

(b} To attend public hearings, proceedings and trials so as to form an opinion on their
compliance with national law and applicable international obligations and commitments;

(c) To offer and provide professionally qualified legal assistance of other relevant
advice and assistance in defending human rights and fiundamental freedoms.

4, To the same end, and in accordance with applicable international instruments and pro-
cedures, everyone has the right, individually and in association with others, to unhindered
access to and communication with internationg] bodies with general of special competence to
receive and consider commmunications on matters of human rights and fundamental freedoms.
5. The State shall conduct a prompt and impartial investigation or ensure that an mquiry
takes place whenever there is reasonable ground to belicve that a violation of human rights
and fundamental freedoms has occurred in any territory undet its jurisdiction.

Article 10

No one shall participate, by act or by failure to act where required, in vielating human
rights and fundamental freedoms and no one shall be subjected to punishment or adverse
action of any kind for refusing to do so.

Article 11

Everyone hags the tight, individually and in association with others, to the lawful exercise
of hig or her occupation or profession, Everyone who, as a result of his or her profession, can
affect the human dignity, human rights and fundamental freedoms of others should respect
those rights and freedoms and comply with relevant national and international standards of
occupational and professional conduct or ethics.
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Article 12

1. Everyone has the right, individually and in association with others, to participate in
peaceful activities against violations of human rights and fundamental freedoms.

2. The State shall take all necessary measures to ensure the protection by the competent
authorities of everyone, individually and in association with others, against any violence,
threats, retaliation, de facto or de jure adverze discrimination, pressure or any other arbitrary
action 83 a consequence of his or her legitimate exercise of the rights referred to in the pre-
sent Declaration.

3. Inthis connection, everyone is entitled, individually and in association with others, to be
protected effectively under national law in reacting against or opposing, through peaceful
means, activities and acts, including those by omission, attributable to States that result in
violations of human rights and fundamental freedoms, as well as acts of violence perpetrated
by groups or individuals that affect the enjoyment of human rights and fundamental
freedoms.

Article 13

Everyone has the right, individually and in association with others, to solicit, receive and
utilize resources for the express purpose of promoting and protecting human rights and
fundamental freedoms through peaceful means, in accordance with article 3 of the present
Declaration,

Article 14

1. The State has the regpongibility to take legislative, judicial, administrative or other
appropriate measures to promote the understanding by all persons under its jurisdiction of
their ¢ivil, political, economic, social and. cultural rights.

2. Such measures shall include, inter afia:

(a) The publication and widespread availability of national laws and regulations and of
applicable basic international human rights instruments;

(b) Full and equal access to international documents in the field of human rights,

imcluding the periodic reports by the State to the bodies established by the mternational
human rights treaties to which it is a party, as well as the summary records of discussions and
the official reports of these bodies.
3. The State shall ensure and support, where appropriate, the creation and development of
further independent national institutions for the promotion and protection of hnman rights and
fundamesvtal freedoms in all territory under its jurisdiction, whether they be ombudsmen,
human rights commissicns or any other form of national institwtion,

Article 15

The State has the responsibility to promote and facilitate the teaching of human rights
and fundamental freedoms at all levels of education and to ensure that all those responsible
for training lawyers, law enforcement officers, the personnel of the armed forces and public

officials include appropriate elements of hinnan rights teaching in their training programme.
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Article 16

Individuals, non-govermmental organizations and relevant institutions have an important
role to play in contributing to making the public more aware of questions relating to all
human rights and fundamental freedoms through activities such as education, training and
research in these areas to strengthen further, inter alia. understanding, tolerance, peace and
friendly relations among nations and among all racial and religious groups, bearing in mind
the various backgrounds of the societies and commmunities in which they carry out their
activities,

Article 17
In the exercise of the rights and freedoms referred to in the present Declaration, every-
ong, acting individually and in association with others, shall be subject only to such limita-
tions ag arc in accordance with applicable international obligations and are determined by law
solely for the purpose of securing due recognition and respect for the rights and freedoms of
othets and of meeting the just requiremenis of morality, public order and the
general welfare in a democratic society.

Article 18

1. Everyone has duties towards and within the community, in which alone the free and full
development of his or her personality is possible.

2. Individuals, groups, institutions and non-governmental organizations have an important
tole to play and a responsibility in safeguarding democracy, promoting human rights and
fundaments] freedoms and contributing to the promotion and advancement of democratic
societies, institntions and processes.

3. Individuals, groups, institptions and non-governmental organizations also have an
important role and a respongibility in contributing, as appropriate, to the promotion of the
right of everyone to & social and international order in which the rights and freedoms set forth
in the Universal Declaration of Human Rights and other human rights instruments can be fully
realized.

Article 19
Nothing in the present Declaration shall be interpreted as implying for any individual,
group or organ of society or any State the right to engage in any activity or to perform any act
aimed at the destruction of the rights and freedoms referred to in the present Declaration.
Article 20
Nothing in the present Declaration shall be interpreted as permitting States to support and

promote activities of individuals, groups of individuals, institutions or non-govermmental
organizations contrary to the provisions of the Charter of the United Nations.
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